
Congressional Testimony 
 

 

 

 

 

The Iran Nuclear Agreement: 

One Year Later 

 

 

 

Mark Dubowitz 

Executive Director 

Center on Sanctions and Illicit Finance 

Foundation for Defense of Democracies 

 

 

Hearing before the 

Senate Committee on Foreign Relations 

 

 

Washington, DC 

July 14, 2016 

 

 

 

 



Mark Dubowitz  July 14, 2016 

Foundation for Defense of Democracies  www.defenddemocracy.org 

1 

Chairman Corker, Ranking Member Cardin, members of the Committee, on behalf of the 

Foundation for Defense of Democracies and its Center on Sanctions and Illicit Finance, thank 

you for the opportunity to testify.  

 

As we mark the one-year anniversary of the announcement of the Joint Comprehensive Plan of 

Action (JCPOA), it is worth recalling why this deal is fatally flawed. The JCPOA provides Iran 

with a patient pathway to nuclear weapons capability by placing limited, temporary, and 

reversible constraints on Iran‘s nuclear activities. These nuclear ―sunset provisions,‖ which begin 

to expire in eight years and mostly disappear over a period of ten to fifteen years, leave Iran as a 

threshold nuclear power with an industrial-size, uranium enrichment and plutonium program; 

near-zero nuclear breakout capacity; an advanced centrifuge-powered clandestine sneakout 

capability; advanced ballistic missile and ICBM programs; access to advanced heavy weaponry; 

greater regional hegemony; and a more powerful economy that could be immune to Western 

sanctions. Even as Iran temporarily scaled back some of its nuclear activities under the JCPOA, 

the regime‘s illicit effort to obtain proliferation-related technology continues while its other non-

nuclear malign activities are expanding. 

 

A summary of this testimony was also submitted to the Senate Committee on Foreign Relations 

as a separate document. 

 

Iran’s Nuclear Snapback 

 

In previous testimonies, I warned that Iran will threaten to restart its nuclear program in order to 

neutralize the use of both nuclear and non-nuclear sanctions. I call this Iran‘s ―nuclear 

snapback.‖  

 

This is one of the fatal flaws of the JCPOA.  

 

Throughout the negotiations, the Obama administration assured the public and Congress that if 

Iran violated its nuclear commitments under the final deal, sanctions could be ―snapped back‖ 

into place. Under a final deal, these officials explained, the United States and its allies would be 

able to re-impose sanctions quickly in order to punish Iranian non-compliance and bring Iran 

back into compliance with its nuclear commitments.
1
  

 

United Nations Resolution 2231 states, however, that the sanctions snapback mechanism is for 

issues of ―significant non-performance,‖ implying that it would not likely be used for incidents 

of incremental cheating.
2
 The Iranian regime is cheating incrementally, not egregiously, although 

the sum total of these infractions may ultimately be egregious (see the following section). The 

snapback provision incentivizes Iran to continue this behavior because there is no enforcement 

mechanism to punish incremental cheating. In short, because any re-imposition of sanctions is 

likely to scuttle the entire agreement, Iran could force the United States and Europe to choose 

                                                 
1
 For more detail on the challenges of the ―snapback‖ sanction, see ―The ‗Snapback‘ Sanction as a Response to 

Iranian Non-Compliance,‖ Iran Task Force, January 2015. (http://taskforceoniran.org/pdf/Snapback_Memo.pdf)  
2
 United Nations Security Council, ―Resolution 2231 (2015),‖ July 20, 2015, page 4, paragraph 11. 

(http://www.un.org/en/ga/search/view_doc.asp?symbol=S/RES/2231(2015))  

http://taskforceoniran.org/pdf/Snapback_Memo.pdf
http://www.un.org/en/ga/search/view_doc.asp?symbol=S/RES/2231(2015)
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between not strictly enforcing the agreement against its cheating and abrogating the whole 

agreement. 

 

According to statements from the Obama administration, the snapback will also not be used to 

address Iranian violations of the ―non-nuclear‖ provisions of UN Security Council resolutions, 

namely the arms embargo and the ballistic missile restrictions.
3
 To date, the United Nations has 

not taken action to address IRGC-Quds Force Commander Qassem Soleimani‘s visits to Russia 

and Iraq (where he is leading designated Iraqi Shiite militias, the IRGC, and Hezbollah militants 

in support of the Assad regime) in violation of international sanctions.
4
 The UN also has not 

punished Iran for its violation of the ballistic missile restrictions. Last December, the UN Panel 

of Experts concluded that Iran‘s missile tests violate UN resolutions,
5
 and just last week, 

according to news reports, UN Secretary General Ban Ki-moon said the missile launches were 

―not consistent‖ with the spirit of the JCPOA.
6
 

 

One of the reasons for the international community‘s hesitancy to punish Iran‘s misbehavior is 

that the JCPOA makes it clear that re-imposing sanctions in response to an Iranian violation may 

lead to a cancellation of the agreement, with Iran walking away from its commitments and 

resuming its nuclear program. Under the JCPOA, both the EU and U.S. ―will refrain from re-

introducing or re-imposing‖ the sanctions specified by the JCPOA and ―from imposing new 

nuclear-related sanctions‖ except in cases of egregious Iranian violations of the deal.
7
 Nor will 

there be any ―new nuclear-related UN Security Council sanctions … [or] new EU nuclear-related 

sanctions or restrictive measures.‖
8
 The text repeatedly states that if the U.S. or EU re-impose 

sanctions, even in the case of an Iranian violation, Tehran will treat this ―as grounds to cease 

performing its commitments under this JCPOA in whole or in part.‖
9
  

 

The JCPOA‘s language also provides Iran with an opening to diminish the ability of the United 

States to apply any sanctions, including non-nuclear sanctions, against any of Iran‘s illicit 

conduct. The JPCOA contains an explicit requirement for the EU and the United States to do 

                                                 
3
 Louis Charbonneau and Michelle Nichols, ―No automatic return of sanctions if Iran breaks arms embargo: Kerry,‖ 

Reuters, August 11, 2015. (http://www.reuters.com/article/2015/08/11/us-iran-nuclear-kerry-sanctions-

idUSKCN0QG22M20150811)  
4
 Jennifer Griffin and Lucas Tomlinson, ―Exclusive: Quds Force commander Soleimani visited Moscow, met 

Russian leaders in defiance of sanctions,‖ Fox News, August 6, 2015. 

(http://www.foxnews.com/politics/2015/08/06/exclusive-quds-force-commander-soleimani-visited-moscow-met-

russian-leaders-in/); Caleb Weiss, ―Qods Force commander photographed with Iraqi militia in Aleppo,‖ The Long 

War Journal, October 18, 2015. (http://www.longwarjournal.org/archives/2015/10/qods-force-commander-

photographed-with-iraqi-militia-in-aleppo.php); Caleb Weiss, ―Iranian Qods Force leader reportedly in Fallujah,‖ 

The Long War Journal, May 23, 2016. (http://www.longwarjournal.org/archives/2016/05/iranian-quds-force-leader-

reportedly-in-fallujah.php); Amir Toumaj and Max Peck, ―The IRGC‘s involvement in the battle for Aleppo,‖ The 

Long War Journal, February 13, 2016. (http://www.longwarjournal.org/archives/2016/02/the-irgcs-involvement-in-

the-battle-for-aleppo.php)  
5
 Louis Charbonneau, ―Iran‘s October missile test violated U.N. ban: expert panel,‖ Reuters, December 16, 2015. 

(http://www.reuters.com/article/us-iran-missiles-un-exclusive-idUSKBN0TY1T920151216) 
6
 Michelle Nichols, ―Iran missile tests 'not consistent' with nuclear deal spirit: U.N. report,‖ Reuters, July 7, 2016. 

(http://www.reuters.com/article/us-iran-missiles-un-idUSKCN0ZN2JV)  
7
 Joint Comprehensive Plan of Action, Vienna, July 14, 2015, paragraph 26. (http://eeas.europa.eu/statements-

eeas/docs/iran_agreement/iran_joint-comprehensive-plan-of-action_en.pdf)  
8
 Ibid.  

9
 Ibid, paragraphs 26 and 37. 

http://www.reuters.com/article/2015/08/11/us-iran-nuclear-kerry-sanctions-idUSKCN0QG22M20150811
http://www.reuters.com/article/2015/08/11/us-iran-nuclear-kerry-sanctions-idUSKCN0QG22M20150811
http://www.foxnews.com/politics/2015/08/06/exclusive-quds-force-commander-soleimani-visited-moscow-met-russian-leaders-in/
http://www.foxnews.com/politics/2015/08/06/exclusive-quds-force-commander-soleimani-visited-moscow-met-russian-leaders-in/
http://www.longwarjournal.org/archives/2015/10/qods-force-commander-photographed-with-iraqi-militia-in-aleppo.php
http://www.longwarjournal.org/archives/2015/10/qods-force-commander-photographed-with-iraqi-militia-in-aleppo.php
http://www.longwarjournal.org/archives/2016/05/iranian-quds-force-leader-reportedly-in-fallujah.php
http://www.longwarjournal.org/archives/2016/05/iranian-quds-force-leader-reportedly-in-fallujah.php
http://www.longwarjournal.org/archives/2016/02/the-irgcs-involvement-in-the-battle-for-aleppo.php
http://www.longwarjournal.org/archives/2016/02/the-irgcs-involvement-in-the-battle-for-aleppo.php
http://www.reuters.com/article/us-iran-missiles-un-exclusive-idUSKBN0TY1T920151216
http://www.reuters.com/article/us-iran-missiles-un-idUSKCN0ZN2JV
http://eeas.europa.eu/statements-eeas/docs/iran_agreement/iran_joint-comprehensive-plan-of-action_en.pdf
http://eeas.europa.eu/statements-eeas/docs/iran_agreement/iran_joint-comprehensive-plan-of-action_en.pdf
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nothing to ―directly and adversely affect the normalisation of trade and economic relations with 

Iran,‖
10

 which Iran can use to argue against any sanctions, nuclear or non-nuclear, that will have 

an adverse impact on Iran‘s economy. 

 

Iran has already threaten to walk away from the deal and expand its nuclear program if the 

United States and its allies attempt to impose non-nuclear sanctions in response to Iranian 

ballistic missile tests, terrorism, or other nefarious activities. Immediately after the UN endorsed 

the JCPOA last July, Iran reminded the international community that it would ―reconsider its 

commitments‖ under the JCPOA if ―new sanctions [are imposed] … irrespective of whether such 

new sanctions are introduced on nuclear related or other grounds.‖
11

 Supreme Leader Ali 

Khamenei reiterated this threat in his October 21 letter on Iran‘s implementation of the JCPOA: 

 

Imposition of any sanctions at any level and under any pretexts (including the repeated 

and fabricated pretexts of terrorism and human rights) by any of the negotiating countries 

will be considered a violation of the JCPOA.
12

 

 

Again in March, following one of Iran‘s illegal ballistic missile tests, the Iranian deputy foreign 

minister warned – in an apparent threat to deter the international community from imposing 

sanctions in response to the test – that if Iran‘s ―interests are not met under the nuclear deal,‖ it 

would walk away from its commitments.
13

 

 

Iran will also use the threat of a nuclear snapback to divide the United States and Europe. There 

are likely to be significant disagreements between the United States, Europe, and members of the 

UN Security Council concerning the evidence, the seriousness of infractions, the appropriate 

level of response, and likely Iranian retaliation. Moreover, as international companies reengage 

in the Iranian market, European countries are likely to experience domestic economic pressure 

not to re-impose sanctions, and any Iranian violations of the deal are likely to provoke 

disagreements between Washington and its European allies. Indeed, why would the Europeans 

agree to new sanctions when they have big money on the line? Mere days after the JCPOA was 

announced, Foreign Minister Mohammad Zarif noted that the ―swarming of businesses to Iran‖ 

is a barrier to the re-imposition of sanctions, and once the sanctions architecture is dismantled, 

―it will be impossible to reconstruct it.‖ Zarif boasted that Iran can restart its nuclear activities 

faster than the United States can re-impose sanctions.
14

  

 

                                                 
10

 Ibid, paragraph 29.  
11

 Column Lynch, ―Iran to United Nations; New Sanctions Could Kill Nuclear Deal,‖ Foreign Policy, July 28, 2015. 

(https://foreignpolicy.com/2015/07/28/john-kerry-obama-administration-terrorism-human-rights-iran-to-united-

nations-new-sanctions-could-kill-nuclear-deal/)  
12

 ―Iran Press Review,‖ Foundation for Defense of Democracies, October 21, 2015. 

(http://fdd.cmail20.com/t/ViewEmail/r/941B907BD0F8D6F62540EF23F30FEDED/18EF3159F08F673EDDA3541

AF197FE1F)  
13

 Adam Kredo, ―Iran Threatens to Walk Away from Nuke Deal After New Missile Test,‖ The Washington Free 

Beacon, March 8, 2016. (http://freebeacon.com/national-security/iran-threatens-walk-away-nuclear-deal-missile-

test/)  
14

 ―Foreign Investments in Iran to Serve as Barrier for Sanctions Snapback – FM,‖ Voice of the Islamic Republic of 

Iran, Radio Farhang (in Persian), July 21, 2015. (Accessed via BBC Worldwide Monitoring) 

https://foreignpolicy.com/2015/07/28/john-kerry-obama-administration-terrorism-human-rights-iran-to-united-nations-new-sanctions-could-kill-nuclear-deal/
https://foreignpolicy.com/2015/07/28/john-kerry-obama-administration-terrorism-human-rights-iran-to-united-nations-new-sanctions-could-kill-nuclear-deal/
http://fdd.cmail20.com/t/ViewEmail/r/941B907BD0F8D6F62540EF23F30FEDED/18EF3159F08F673EDDA3541AF197FE1F
http://fdd.cmail20.com/t/ViewEmail/r/941B907BD0F8D6F62540EF23F30FEDED/18EF3159F08F673EDDA3541AF197FE1F
http://freebeacon.com/national-security/iran-threatens-walk-away-nuclear-deal-missile-test/
http://freebeacon.com/national-security/iran-threatens-walk-away-nuclear-deal-missile-test/
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The recently announced $25 billion preliminary deal between Boeing and Iran Air further 

undermines the Obama administration‘s much-touted economic snapback. Iran had targeted the 

Europeans to block any transatlantic re-imposition of sanctions by signing a similar deal with 

Boeing‘s competitor Airbus and with ATR, a joint venture between Airbus and Italy‘s 

Finmeccanica. French and Italian financial institutions and export credit agencies will finance 

these purchases, with a combined value of close to 30 billion dollars.
15

 Now, with a major 

American company and banks also invested in Iran, Tehran will not even need the transatlantic 

divide. These companies may have invested billions of dollars back into Iran and may be 

unwilling to walk away from those investments despite Iranian nuclear non-compliance. 

Business lobbies on both sides of the Atlantic will oppose any return to sanctions.  

 

From Iran‘s perspective, this is a smart strategy: Snapping back sanctions would cause American 

and European aviation companies and banks to lose billions of dollars in unpaid contracts. These 

companies and banks would surely lobby the White House and European capitals against 

restoring sanctions against Tehran, or at least seek reassurances that the aviation and financial 

sectors would be spared. In other words, with these deals, Iran can further exploit the tension 

between national security and Western commercial interests.  

 

Iranian Violations and Western Acquiescence  

 

With America‘s coercive statecraft tools sufficiently neutralized, Iran has stepped up its illicit 

activities across a range of fields.  

 

Since the announcement of the JCPOA, Iran has seven times tested ballistic missiles capable of 

carrying nuclear warheads in violation of UN Security Council resolutions.
16

 In December, the 

UN Panel of Experts concluded that Iran‘s missile tests violated UN Security Council Resolution 

1929,
17

 and just last week UN Secretary General Ban Ki-moon said the Iran‘s repeated missile 

launches were ―not consistent‖ with the spirit of the JCPOA.
18

 

 

                                                 
15

 Robert Wall, ―Iran to Buy up to 40 ATR Turboprop Planes,‖ The Wall Street Journal, February 1, 2016. 

(http://www.wsj.com/articles/iran-to-buy-up-to-40-atr-turboprop-planes-1454330448) 
16

 News outlets reported tests in October and November 2015 and in March and May 2016. Military expert Michael 

Elleman testified before Congress that Iran conducted three tests in 2015 and five tests in 2016. One of the tests in 

2015 took place prior to the announcement of the JCPOA. Michael Elleman, ―Iran‘s Ballistic Missile Program,‖ 

Testimony before the Senate Banking, Housing, and Urban Affairs Committee, May 24, 2016. 

(http://www.banking.senate.gov/public/_cache/files/f64d023a-d6fc-4dc4-84a7-

ea10ba8192cf/90DC029490361D182584B92FCAD76111.052416-elleman-testimony.pdf); Sam Wilkins, ―Iran tests 

new precision-guided ballistic missile,‖ Reuters, October 11, 2015. (http://www.reuters.com/article/2015/10/11/us-

iran-military-missiles-idUSKCN0S505L20151011); Bradley Klapper, ―US official says Iran tested ballistic missile 

last month, at least 2nd time since nuke deal,‖ Associated Press, December 8, 2015. 

(http://www.usnews.com/news/politics/articles/2015/12/08/us-official-iran-tested-ballistic-missile-last-month); 

Nasser Karimi, ―Iran test-fires ballistic missile, latest after nuclear deal,‖ Associated Press, May 9, 2016. 

(http://www.bigstory.ap.org/article/5cb0901c025a4cfb93c4fb08558d68c0/iran-test-fires-ballistic-missile-latest-

after-nuclear-deal) 
17

 Louis Charbonneau, ―Iran‘s October missile test violated U.N. ban: expert panel,‖ Reuters, December 16, 2015. 

(http://www.reuters.com/article/us-iran-missiles-un-exclusive-idUSKBN0TY1T920151216) 
18

 Michelle Nichols, ―Iran missile tests 'not consistent' with nuclear deal spirit: U.N. report,‖ Reuters, July 7, 2016. 

(http://www.reuters.com/article/us-iran-missiles-un-idUSKCN0ZN2JV)  

http://www.wsj.com/articles/iran-to-buy-up-to-40-atr-turboprop-planes-1454330448
http://www.banking.senate.gov/public/_cache/files/f64d023a-d6fc-4dc4-84a7-ea10ba8192cf/90DC029490361D182584B92FCAD76111.052416-elleman-testimony.pdf
http://www.banking.senate.gov/public/_cache/files/f64d023a-d6fc-4dc4-84a7-ea10ba8192cf/90DC029490361D182584B92FCAD76111.052416-elleman-testimony.pdf
http://www.reuters.com/article/2015/10/11/us-iran-military-missiles-idUSKCN0S505L20151011
http://www.reuters.com/article/2015/10/11/us-iran-military-missiles-idUSKCN0S505L20151011
http://www.usnews.com/news/politics/articles/2015/12/08/us-official-iran-tested-ballistic-missile-last-month
http://www.bigstory.ap.org/article/5cb0901c025a4cfb93c4fb08558d68c0/iran-test-fires-ballistic-missile-latest-after-nuclear-deal
http://www.bigstory.ap.org/article/5cb0901c025a4cfb93c4fb08558d68c0/iran-test-fires-ballistic-missile-latest-after-nuclear-deal
http://www.reuters.com/article/us-iran-missiles-un-exclusive-idUSKBN0TY1T920151216
http://www.reuters.com/article/us-iran-missiles-un-idUSKCN0ZN2JV
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In response, the administration has only issued sanctions against missile procurement networks 

that Tehran can easily reconstitute,
19

 as the regime has done time and again. Unlike the economic 

sanctions imposed on Iran for its military-nuclear program, these sanctions have minimal, if any, 

economic impact on Iran and on the strategic calculus of Iran‘s leaders. Meanwhile, discussions 

at the UN Security Council are unlikely to lead to any meaningful response,
20

 and the 

administration has backed away from language of ―violations,‖ instead arguing that missile 

activities are ―inconsistent‖ with UN Security Council Resolution 2231.
21

 Indeed, as part of the 

JCPOA, the P5+1 accepted an apparent weakening of the UN restrictions,
22

 and even these 

remaining restrictions will be lifted in eight years.  

 

The administration has also failed to vigorously enforced human rights sanctions against Iran. 

Since the JCPOA was concluded last summer, the administration has not designated any 

individuals or entities for human rights abuses. Indeed, only one individual and two entities have 

been sanctioned for human rights violations since Rouhani came to power in the summer of 

2013.
23

 This is a sharp drop from the 34 individuals and entities designated between 2009 and 

2013,
24

 itself a relatively dismal record compared to the European Union, which designated 84 

individuals and one entity between 2009 and 2015.
25

  

 

The lack of human rights designations is not the result of an improved situation on the ground in 

Iran. In fact, the Islamic Republic continues to commit serious human rights abuses, including 

limiting freedom of expression and the press; engaging in arbitrary detention and torture; and 

discriminating against women, ethnic, and religious minorities, and other vulnerable 

populations.
26

 The regime reigns over its citizens using repression and violence to rule through 

fear.  

 

                                                 
19

 U.S. Department of the Treasury, Press Release, ―Treasury Sanctions Those Involved in Ballistic Missile 

Procurement for Iran,‖ January 17, 2016. (https://www.treasury.gov/press-center/press-releases/Pages/jl0322.aspx); 

U.S. Department of the Treasury, Press Release, ―Treasury Sanctions Supporters of Iran's Ballistic Missile Program 

and Terrorism-Designated Mahan Air,‖ March 24, 2016. (https://www.treasury.gov/press-center/press-

releases/Pages/jl0395.aspx)  
20

 Julian Pecquet, ―U.S. Looks to Sidestep U.N. on New Iran Sanctions,‖ Al Monitor, March 29, 2016. 

(http://www.usnews.com/news/articles/2016-03-29/us-looks-to-sidestep-united-nations-on-iran-missiles-sanctions)  
21

 Louis Charbonneau, ―Exclusive: Iran missile tests were 'in defiance of' U.N. resolution - U.S., allies,‖ Reuters, 

March 30, 2016. (http://www.reuters.com/article/us-iran-missiles-idUSKCN0WV2HE)  
22

 Colum Lynch, ―Washington Made it Easy for Iran to Fire Its Ballistic Missiles,‖ Foreign Policy, March 16, 2016. 

(http://foreignpolicy.com/2016/03/16/washington-made-it-easy-for-iran-to-fire-its-ballistic-missiles/)  
23

 U.S. Department of the Treasury, Press Release, ―Treasury Sanctions Iranian Official for Human Rights Abuses,‖ 

May 23, 2014. (https://www.treasury.gov/press-center/press-releases/Pages/jl2411.aspx); U.S. Department of the 

Treasury, Press Release, ―Treasury Designates Additional Individuals and Entities Under Iran-related Authorities,‖ 

December 30, 2014. (https://www.treasury.gov/press-center/press-releases/Pages/jl9731.aspx)  
24

 Information available via the U.S. Department of the Treasury‘s ―Sanctions List Search‖ database, accessed May 

4, 2016 at https://sanctionssearch.ofac.treas.gov/.  
25

 The Council of the European Union, ―Council Regulation No 359/2011 of 12 April 2011,‖ Official Journal of the 

European Union, as amended April 7, 2015. (http://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX:02011R0359-20150409)  
26

 United Nations Human Rights Council, ―Report of the Special Rapporteur on the situation of human rights in the 

Islamic Republic of Iran,‖ March 10, 2016. (http://shaheedoniran.org/wp-content/uploads/2016/03/SR-Report-

HRC2016FF.pdf); United Nations General Assembly, ―Situation of human rights in the Islamic Republic of Iran,‖ 

October 6, 2015. (http://shaheedoniran.org/wp-content/uploads/2015/10/SR-Report-Iran-Oct2015.pdf)  

https://www.treasury.gov/press-center/press-releases/Pages/jl0322.aspx
https://www.treasury.gov/press-center/press-releases/Pages/jl0395.aspx
https://www.treasury.gov/press-center/press-releases/Pages/jl0395.aspx
http://www.usnews.com/news/articles/2016-03-29/us-looks-to-sidestep-united-nations-on-iran-missiles-sanctions
http://www.reuters.com/article/us-iran-missiles-idUSKCN0WV2HE
http://foreignpolicy.com/2016/03/16/washington-made-it-easy-for-iran-to-fire-its-ballistic-missiles/
https://www.treasury.gov/press-center/press-releases/Pages/jl2411.aspx
https://www.treasury.gov/press-center/press-releases/Pages/jl9731.aspx
https://sanctionssearch.ofac.treas.gov/
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02011R0359-20150409
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:02011R0359-20150409
http://shaheedoniran.org/wp-content/uploads/2016/03/SR-Report-HRC2016FF.pdf
http://shaheedoniran.org/wp-content/uploads/2016/03/SR-Report-HRC2016FF.pdf
http://shaheedoniran.org/wp-content/uploads/2015/10/SR-Report-Iran-Oct2015.pdf
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When President Rouhani was elected in June 2013, there was a widespread, but incorrect, 

assumption that he would shepherd in an era of greater freedoms in Iran. Instead, the human 

rights situation in Iran has deteriorated even further, even in the wake of the nuclear deal.
27

 The 

regime is suppressing internal dissent, and the IRGC has arrested hundreds of activists, 

journalists, and regular citizens in what human rights experts call the ―largest crackdown since 

the violent state suppression‖ in 2009.
28

 2015 saw a record number of executions, including 16 

juveniles.
29

 As United Nations Special Rapporteur on the situation of human rights in the Islamic 

Republic of Iran Dr. Ahmed Shaheed reports, there has been no ―meaningful change on the 

ground.‖
30

  

 

Iran is also the world‘s leading state sponsor of terrorism, according to the U.S. State 

Department.
31

 In its annual terrorism report, the department noted that Iran ―arms Hezbollah with 

advanced long-range Iranian-manufactured missiles, in violation of UN Security Council 

Resolutions 1701 and 1747.‖
32

  

 

Meanwhile, Iran continues to engage in destabilizing activities across Syria, Iraq, Yemen, 

Lebanon, and other countries across the Middle East.
33

 According to Director of National 

Intelligence James Clapper, Iran‘s involvement in conflicts throughout the region ―deepened‖ 

throughout 2015,
34

 and CENTCOM Commander Gen. Joseph L. Votel testified before Congress 

that Iran has ―grown more aggressive in the days since the agreement.‖
35

 He further testified that 

                                                 
27

 United Nations Human Rights Council, ―Report of the Special Rapporteur on the situation of human rights in the 

Islamic Republic of Iran,‖ March 10, 2016. (http://shaheedoniran.org/wp-content/uploads/2016/03/SR-Report-

HRC2016FF.pdf)  
28

 ―Largest Wave of Arrests by Iran‘s Revolutionary Guards Since 2009,‖ International Campaign for Human 

Rights in Iran, November 19, 2015. (https://www.iranhumanrights.org/2015/11/irgc-intelligence-arrests/)  
29

 UN Special Rapporteur on the situation of human rights in the Islamic Republic of Iran, Press Release, ―Zeid calls 

for an end to executions for drug offences in Iran,‖ April 14, 2016. (http://shaheedoniran.org/english/human-rights-

at-the-united-nations/human-rights-monitoring-mechanisms/high-commissioner-office/zeid-calls-for-an-end-to-

executions-for-drug-offences-in-iran/); ―Growing Up on Death Row: The Death Penalty and Juvenile Offenders in 

Iran,‖ Amnesty International, January 25, 2016. (http://www.amnestyusa.org/research/reports/growing-up-on-death-

row-the-death-penalty-and-juvenile-offenders-in-iran) 
30

 UN Special Rapporteur on the Situation of Human Rights in the Islamic Republic of Iran, ―Press Conference 
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 For additional information on how Iran destabilizes the region, see Matthew Levitt, ―Under cover of nuclear deal, 

Iran foments regional instability,‖ The Hill, July 12, 2016. (http://thehill.com/blogs/pundits-
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even with the JCPOA, ―Iran‘s malign activities to expand its influence continues, thorough the 

provision of support to terrorist groups and allied militias.‖
36

 

 

Iranian Illicit Procurement 

 

At the end of June, Berlin‘s domestic intelligence agency issued a damning report about Iran‘s 

illicit procurement efforts in Germany. News reports began covering the revelations just last 

week. The German report noted that Iran‘s ―illegal proliferation-sensitive procurement activities‖ 

reached a ―quantitatively high level … particular[ly] with regard to items which can be used in 

the field of nuclear technology … [and] Iran‘s ambitious missile technology program.‖ While the 

report covered 2015, the intelligence agency concluded, ―It is safe to expect that Iran will 

continue its intensive procurement activities in Germany using clandestine methods to achieve its 

objectives.‖
37

  

 

Alongside the federal report, German states also released their own intelligence reports. The 

German state of Saarland revealed that Iran and North Korea sought technology for ―atomic, 

biological, or chemical weapons.‖ The state of Rhineland-Palatinate reported that Iran targeted 

German companies seeking equipment for ―atomic, biological, and chemical weapons‖ and 

goods which are relevant to ―nuclear and missile delivery programs.‖
38

 Notably, the report from 

North-Rhine-Westphalia stated that in 2015, Iran made more than 125 attempts to acquire 

proliferation sensitive goods for its nuclear and missile program, an increase of at least 50 

percent over the previous year.
39

 This increase should not come as a surprise. Iranian officials – 

including President Rouhani – have pledged to continue acquiring goods for Iran‘s missile 

program and have stated that Iran will not abide by UN restrictions on its missile program.
40

 

 

Simultaneously, the Institute for Science and International Security released two reports about 

Iran‘s ongoing illegal procurement activities.
41

 The Atomic Energy Organization of Iran (AEOI) 
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Procurement,‖ Institute for Science and International Security, July 7, 2016. (http://isis-online.org/uploads/isis-
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– an organization previously sanctioned by the U.S., EU, and UN but removed from sanctions 

lists on the JCPOA‘s Implementation Day (January 16, 2016) – attempted to procure tons of 

carbon fiber, which is used in the production of centrifuges. The incident occurred after the 

implementation of the JCPOA, indicating that AEOI is still engaged in illegal activities. 

Moreover, authors David Albright and Andrea Stricker explain that untreated carbon fiber has a 

lifespan of only one to five years, meaning that AEOI could not have been trying to acquire the 

materials for later use after restrictions on the number and type of centrifuges begin to expire in 

eight to ten years. Finally, the authors warn: 

 

AEOI had enough carbon fiber to replace existing advanced centrifuge rotors and had no 

need for additional quantities over the next several years, let alone for tons of carbon 

fiber. This attempt thus raises concerns over whether Iran intends to abide by its JCPOA 

commitments. … [The] procurement of tons of this carbon fiber would have allowed Iran 

to surge in the construction of advanced centrifuges in case of a breakdown of the 

JCPOA in the near term. Iran thus may have been seeking to hedge against any near-term 

breakdown of the JCPOA.
42

 

 

In its second report, the Institute reveals that ―many previously sanctioned Iranian entities‖ – 

entities that were involved in illicit procurement in the past but were removed from U.S. and EU 

sanctions lists as a result of the JCPOA – ―are now very active in procuring goods in China.‖
43

  

 

Iran‘s illicit procurement efforts violate UN Security Council Resolution 2231 (and UNSCR 

1929 that was in place before it) and the spirit, if not the letter, of the JCPOA. UNSCR 2231 

prohibits Iran from undertaking any activity related to the development of ballistic missiles 

capable of delivering nuclear weapons, and any exception would need to be approved by the 

Security Council.
44

 Indeed, when speaking about the German intelligence report, Chancellor 

Angela Merkel noted that Iran‘s continued efforts to develop its ballistic missile program are ―in 

conflict with the relevant provisions of the UN Security Council.‖
45

  

 

Meanwhile, the JCPOA also prohibits Iran from acquiring or seeking to procure nuclear and 

nuclear dual-use goods outside of the Procurement Channel.
46

 But technically, it is the supplying 

country‘s responsibility to report the potential sale to the Procurement Working Group. As the 

JCPOA is structured, Iran could continue its attempts to procure goods illegally, but until it 
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43
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44

 United Nations Security Council, ―Resolution 2231 (2015),‖ July 20, 2015, page 4, paragraph 11. 
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(http://www.foxnews.com/world/2016/07/07/german-intel-report-charges-iran-seeking-illegal-nuke-missile-

tech.html)  
46

 Joint Comprehensive Plan of Action, Annex IV – Joint Commission, Vienna, July 14, 2015, paragraph 6.5. 
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succeeds in acquiring a good and then is caught with the illegal item, the P5+1 are unlikely to 

count the incident as a violation. This is a fatal flaw of the JCPOA. In normal law enforcement 

situations, if someone is caught attempting to commit a crime, that action is punishable. Not 

succeeding in committing an illegal act does not exonerate the criminal.  

 

And yet, after the German report came out, Berlin‘s Foreign Minister rushed to claim that Iran 

was still in compliance with the nuclear agreement, blaming hardline elements of the regime for 

trying to tank the JCPOA – as if to claim that none of the procurement attempts were approved 

by the Iranian government.
47

 The U.S. State Department similarly denied that recent reports 

show that Iran is in violation. ―We have absolutely no indication that Iran has procured any 

materials in violation of the JCPOA,‖ State Department Spokesman John Kirby said 

emphatically.
48

 He also dismissed the significance of the German report noting that it only 

covered the period of time before Implementation Day – as if to say, anything that occurred 

between July 14, 2015 and January 16, 2016 is excused.  

 

Illicit procurement should never be excused, even if it occurred prior to the JCPOA‘s 

implementation. And The Wall Street Journal also spoke with two German intelligence officers 

who stated that Iran‘s illegal procurement efforts continued in 2016 – well after Implementation 

Day.
49

 

 

Iran‘s continued illicit procurement activities underscore the startling revelation by the Institute 

for Science and International Security that ―the Obama administration has inhibited federal 

investigations and prosecutions of alleged Iranian illegal procurement efforts.‖
50

 They also note 

that the P5+1 are trying ―to keep secret problematic Iranian actions.‖
51

 

 

Verification and Parchin 

 

In the year since the JCPOA, we have also learned more about the Parchin military base where 

the International Atomic Energy Agency (IAEA) believes that Iran conducted weaponization 

activities. And so the December 2015 IAEA decision to ―close‖ the file on outstanding concerns 

about the possible military dimensions of Iran‘s program
52

 is troubling: Without ever admitting 

to weaponization activities, Iran has convinced the international community to wipe its slate 

                                                 
47
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 Laurence Norman, ―IAEA Board Agrees to Close File on Iran‘s Past Nuclear Activities,‖ The Wall Street Journal, 
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clean. The IAEA‘s report on the possible military dimensions of Iran‘s nuclear program
53

 left 

many questions unanswered.
54

 Among them, what were man-made uranium particles doing at the 

Parchin military base?  

 

William Tobey, former deputy administrator for defense nuclear nonproliferation at the National 

Nuclear Security Administration, explains these particles are ―prima facie evidence‖ of 

undeclared nuclear material in Iran. ―A larger quantity of uranium left them behind,‖ he notes.
55

 

For years, Iran has denied that it engaged in nuclear weaponization activities at the site and has 

vigorously engaged in clean-up efforts, which have compromised the IAEA‘s ability to 

investigate.
56

 These efforts, Tobey explains, have created an ambiguous situation that is 

beneficial to the Iranians. The IAEA‘s findings are inconclusive, and this uncertainty means that 

the international community will not be united in any response.  

 

Last month, The Wall Street Journal reported that U.S. officials believe those particles likely 

relate to previous nuclear weapons activities. ―The existence of two particles of uranium there 

would be consistent with our understanding of the involvement of Parchin in a past weapons 

program, but by themselves don‘t definitively prove anything,‖ the article quoted a senior 

administration official as saying.
57

 Indeed, that is all the more reason why the IAEA should 

continue to investigate and attempt to verify Iran‘s declarations about its nuclear activities. As 

former IAEA Deputy Director General Olli Heinonen explained, the IAEA ―has an obligation to 

carry out its safeguards verification mission under the comprehensive safeguards agreement. The 

possible existence of undeclared uranium at Parchin gets to the heart of those provisions.‖
58

 Yet, 

to date, the IAEA has not specified its follow-up investigation efforts, and its recent reports have 

lacked important, technical details about Iran‘s compliance with its JCPOA obligations, 

according to the nuclear experts at the Institute for Science and International Security.
59

 

                                                 
53

 International Atomic Energy Agency, ―Final Assessment on Past and Present Outstanding Issues regarding Iran‘s 

Nuclear Programme,‖ December 2, 2015, page 11. (https://www.iaea.org/sites/default/files/gov-2015-68.pdf)  
54

 ―The Possible Military Dimensions of Iran‘s Nuclear Program,‖ Iran Task Force, December 2015. 

(http://taskforceoniran.org/pdf/The_PMDs_of_Iran%E2%80%99s_Nuclear_Program.pdf); Olli Heinonen, ―Next 

Steps in the Implementation of the JCPOA,‖ Foundation for Defense of Democracies, December 8, 2016. 

(http://www.defenddemocracy.org/media-hit/next-steps-in-the-implementation-of-the-jcpoa/)  
55

 William Tobey, ―Iran‘s Parchin Particles: Why Should Two Mites of Uranium Matter?‖ Foreign Policy, July 7, 

2016. (http://foreignpolicy.com/2016/07/07/irans-parchin-particles-why-should-two-mites-of-uranium-matter/)  
56

 David Albright, Serena Kelleher-Vergantini, and Andrea Stricker, ―Parchin: Will the IAEA Verify the Absence of 

Nuclear Weapons Activities in Iran?‖ Institute for Science and International Security, June 20, 2016. (http://isis-

online.org/uploads/isis-reports/documents/Parchin_Post_Implementation_Day_June_20_2016_Final.pdf); David 

Albright and Serena Kelleher-Vergantini, ―Parchin in the IAEA‘s Final Assessment on the Possible Military 

Dimensions to Iran‘s Nuclear Program,‖ Institute for Science and International Security, December 3, 2015. 

(http://isis-online.org/uploads/isis-reports/documents/Parchin_Final_Assessment_on_PMD_Issues_3Dec2015-

Final.pdf)  
57
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19, 2016. (http://www.wsj.com/articles/uranium-provides-new-clue-on-irans-past-nuclear-arms-work-1466380760)  
58
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This is a dangerous precedent. The IAEA did not insist on physical inspections of Parchin, 

instead agreeing to an Iranian demand that its own scientists do the sampling. Then, when the 

IAEA discovered highly suspicious uranium particles, it did not insist on a follow-up inspection, 

physical or otherwise, which is required under the comprehensive safeguards agreement to which 

Iran is party. Tehran is establishing the precedent for future inspections of military sites; it will 

not permit the IAEA physical access to the facilities, and then may invoke the example of 

Parchin to deny access (physical or otherwise) for follow-up inspections if suspicious materials 

or activities are discovered. If this transpires, it will vitiate the verification regime that the 

administration has touted as an achievement of the JCPOA. 

 

Iranian Airlifts to Syria 

 

Iran‘s human rights abuses have gotten worse, not better, since the JCPOA. They also are not 

contained within the country‘s borders. A report by Syrian and Lebanese researchers found that 

there is sufficient evidence to charge the Iranian leadership with complicity in war crimes and 

crimes against humanity in Syria, but the international community has refused to act.
60

 In the 

meantime, the Syrian regime itself has become ―little more than a puppet‖ of the Iranian regime 

and the IRGC.
61

  

 

Iran has enabled Syrian President Bashar al-Assad to remain in power, bombing civilians with 

impunity, leading to more than 470,000 deaths. Others have fled to neighboring states and 

Europe, causing millions of displaced refugees, an ensuing humanitarian crisis, and a surge in 

jihadist groups operating in Syria and abroad. The Syria crisis, in turn, fueled the rise of ISIS, 

which is threatening multiple countries, including the United States and Europe. Iran‘s support 

for Assad reached new levels in the last year, including the provision of IRGC ground forces, 

weaponry, intelligence, telecommunications, and financial support.
62

  

 

Since the start of the Syrian civil war, Mahan Air has become the Revolutionary Guard‘s primary 

conduit for transporting weapons and military personnel to Assad and Hezbollah operations in 

Syria.
63

 At the same time, Iran Air has repeatedly flown routes known to be used to resupply 

Assad.
64

 As recently as June 9, an Iran Air jet landed in Abadan, Iran, the logistical hub of the 

Revolutionary Guard‘s airlifts to Assad and Hezbollah.
65

 After a little over an hour on the 

tarmac, it continued to Syria. Iran Air regularly flies to Damascus with its planes‘ transponders 

broadcasting an outdated Najaf-Tehran flight number, making it appear that the flights were 
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between Iran and Iraq.
66

 This is a familiar technique that Iran used in hiding the illicit behavior 

of the Islamic Republic of Iran Shipping Lines (IRISL) and National Iranian Tanker Company 

(NITC) when they, too, used to turn off transponders or change their naming and registration 

markings to avoid detection.
67

 

 

Despite this record of illicit behavior, the Obama administration is pushing Boeing‘s $25 billion 

deal with Iran Air, which has a long rap sheet of illegal activities. In June 2010, the United 

Nations Security Council cautioned that Iran Air‘s cargo division may be involved in sanctions 

evasion.
68

 Washington designated the airline a year later for providing material support and 

services to the IRGC and Ministry of Defense.
69

 At the time, Treasury noted, ―Rockets or 

missiles have been transported via Iran Air passenger aircraft, and IRGC officers occasionally 

take control over Iran Air flights carrying special IRGC-related cargo ... carried aboard a 

commercial Iran Air aircraft, including to Syria.‖
70

 Iran Air not only flaunted the UN global arms 

embargo, it violated civil aviation rules by allowing the Guard to ―disguise and manifest such 

shipments as medicine and generic spare parts.‖
71

  

 

As a result of the nuclear deal, the U.S. lifted sanctions against Iran Air, despite the fact that the 

original designations were not related to Iran‘s nuclear program and despite the administration‘s 

commitment to retain non-nuclear sanctions. But when asked why sanctions were lifted, State 

Department Spokesman John Kirby did not argue that Iran Air‘s behavior had changed. He also 

did not reassure Americans that the IRGC is no longer using the airline to ship weapons to 

Syria.
72

 Instead, he said merely that the administration was comfortable with its decision, though 

he was ―not at liberty to go into the reasons behind‖ the de-listing.
73

 

 

Boeing, Airbus, and the banks that are considering financing the $50 billion in deals with Iran 

Air face a due diligence nightmare in trying to ascertain whether Iran Air will be using their 

planes for nefarious purposes or transferring them to Mahan Air and the three other sanctioned 
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Iranian airlines (Caspian, Meraj, and Pouya aka Yas Air).
74

 The IRGC‘s deep penetration in the 

Iranian aviation industry, and its use of Iranian airlines for illicit and dangerous activities pose 

significant risks for these Western companies. 

 

Iran’s Financial Legitimization Campaign 

 

Even as Iran is violating the spirit, and perhaps the letter, of the JCPOA as well as UN Security 

Council Resolution 2231, Tehran is demanding ever-greater sanctions relief. While U.S. and 

European diplomats celebrated the conclusion of the Iran nuclear deal last summer, Iran‘s 

Supreme Leader Ali Khamenei and his government saw that deal not as the end of the 

negotiations, but as the beginning. This has become increasingly clear in their criticism of 

sanctions relief and demand for more.
75

 

 

Some of this additional sanctions relief will flow to the coffers of terrorist groups and rogue 

actors. While President Obama claimed that the JCPOA‘s sanctions relief would not be a ―game-

changer‖ for Iran,
76

 Supreme Leader Khamenei stated in a speech less than one week after the 

JCPOA announcement, ―We shall not stop supporting our friends in the region: The meek nation 

of Palestine, the nation and government of Syria … and the sincere holy warriors of the 

resistance in Lebanon and Palestine.‖
77

 The infusion of cash and other assets as a result of the 

JCPOA is relieving budgetary challenges for a country that had only an estimated $20 billion in 

fully accessible foreign exchange reserves prior to November 2013
78

 but was spending at least $6 

billion annually to support Assad.
79

  

 

In January 2016, Secretary of State John Kerry admitted that Iran would use some of the funds 

from sanctions relief to aid its nefarious activities and support terrorism. Referring to the 

previously frozen assets to which Iran now has access, he noted, ―Some of it will end up in the 

hands of the IRGC or other entities, some of which are labeled terrorists.‖
80

 Just last month, 

Hezbollah‘s Secretary General Hassan Nasrallah reminded the public that ―Hezbollah‘s budget, 
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its income, its expenses, everything it eats and drinks, its weapons and rockets, come from the 

Islamic Republic of Iran.‖
81

 

 

Even with considerably more money at its disposal to spend on supporting its proxies, Iran is 

pushing for additional concessions. The Iranian regime has mounted a full-court press to 

persuade the global financial community to overlook its long rap sheet of financial crimes
82

 and 

to persuade the United States to provide additional sanctions relief
83

 that go beyond anything 

promised by the nuclear agreement. 

 

Supreme Leader Khamenei has argued that the United States has ―removed the sanctions in 

paper only‖ and blames the U.S. for the fact that global banks are keeping Iran at arm‘s length.
84

 

Iranian Central Bank Governor Valiollah Seif has publicly criticized the U.S. for ―not honor[ing 

its] obligations‖ and explicitly called for the U.S. to change its laws to allow Iran to access the 

U.S. financial system.
85

 Meanwhile, he and Foreign Minister Javad Zarif regularly dismiss 

concerns about Iran‘s support for terrorism and provocative ballistic missile launches, 

deliberately sidestepping Iran‘s record of illicit financial activities.
86

 

 

Tehran‘s record of illicit financial activities and the central role of the Central Bank of Iran (CBI) 

in these efforts require scrutiny. Between 2006 and 2011, as the U.S. sanctioned Iranian banks, 

the CBI facilitated transactions for designated banks involved in proliferation and terror 

financing and, according to Treasury, helped them evade sanctions.
87

 As a result, Treasury took 

the necessary step in November 2011 of designating Iran and its entire financial sector – 

including its central bank – a ―jurisdiction of primary money laundering concern.‖
88

 The 

following year, Congress statutorily designated the CBI for its support of nuclear and missile 

proliferation, terrorism, and money laundering, and banned all transactions with it beyond 
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limited crude oil sales and humanitarian trade.
89

 Despite these multiple grounds for sanctions 

against the CBI, the Obama administration lifted or suspended all executive branch and 

congressional sanctions against the Iranian central bank despite presenting no evidence that it 

had stopped the full range of its illicit financial activities. 

 

While the CBI continues to deny its role as Iran‘s central bank for illicit finance, including 

terrorism, Tehran owes victims of Iranian terrorism more than $50 billion in outstanding 

judgments.
90

 The central bank had appealed to the U.S. Supreme Court to overturn the seizure of 

nearly $2 billion of its assets to settle outstanding judgments won by these victims of terrorism.
91

 

When the Supreme Court issued its ruling in April affirming the lower court‘s decision to award 

the funds to victims,
92

 Iran denounced it as a theft of Iranian property
93

 and sued the U.S. in the 

International Court of Justice.
94

  

 

Iran remains recalcitrant in admitting these past wrongs. Just as the JCPOA turned Iran from a 

nuclear pariah to nuclear partner without requiring Iran to come clean on its decades-long track 

record of nuclear mendacity, Iran is using a similar scheme to legitimize its financial sector. On 

the nuclear front, Iran denied its weaponization efforts, deceived the international community 

about its illicit nuclear activities, and escalated its demands for fewer nuclear constraints. On the 

financial track, Tehran is following the same strategy. Iranian leaders are denying their illicit 

financial conduct, they are attempting to deceive the international community about this ongoing 

illicit conduct, and now they are demanding new sanctions relief and concessions to legitimize 

their financial sector.  

 

The Financial Action Task Force (FATF), the global anti-money laundering and anti-terror 

finance standards body, has been a major barrier to Iran‘s legitimization effort. The body 

regularly warns members that they should ―apply effective counter-measures to protect their 

financial sectors‖ from illicit finance risks emanating from Iran.
95

 To counter these warnings and 

their impact on the global financial community‘s reluctance to re-engage with Iran‘s financial 

sector, Iran engaged in a robust campaign to get itself off FATF‘s blacklist.
96

 Tehran also 
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expressed its intention to join the FATF-style regional body, the Eurasian Group,
97

 which is 

dominated by Russia.  

 

In June, at its meeting in South Korea, FATF declined to remove Iran from its high-risk blacklist 

but suspended for one year its call for mandatory counter-measures to be imposed by global 

banks. On one hand, FATF‘s directive was a clear rejection of the Islamic Republic‘s lobbying 

campaign to legitimize itself as a responsible financial actor: ―Until Iran implements the 

measures required to address the deficiencies identified in the Action Plan, the FATF will remain 

concerned with the terrorist financing risk emanating from Iran and the threat this poses to the 

international financial system.‖ Even as FATF temporarily suspended its call for countries to 

apply counter-measures, the body warned its members and all jurisdictions to ―advise their 

financial institutions to apply enhanced due diligence to business relationships and transactions‖ 

with Iran.
98

 The message from FATF was clear: Iran may say it is open for business, but it is not 

yet safe to do so. 

 

On the other hand, the temporary suspension of mandatory counter-measures could signal a shift 

in FATF‘s position and increase the likelihood that, under pressure from European and Asian 

countries eager to get back to business with Tehran, Iran gets taken off the blacklist next year 

without a fundamental change in its financial criminal behavior. 

 

In order to get off of FATF‘s blacklist, Iran will need to make substantial changes to its anti-

money laundering regulation and fulfill a FATF action plan. But Iran is in flagrant violation of 

FATF requirements to comply with UN Security Council Resolutions to target proliferation 

financing. Tehran‘s partnership with North Korea in both missile, and potentially nuclear, 

development is in clear violation of UN sanctions on Pyongyang.
99

 

 

And make no mistake: Tehran‘s efforts to pass laws that purport to address international counter-

terrorism financing standards are hollow and do not conform to FATF standards. As the world‘s 

leading state sponsor of terrorism,
100

 Iran‘s definitions of terrorism and terrorism financing 

exclude groups ―attempting to end foreign occupation, colonialism and racism,‖ and have other 

language to justify terrorism against America and its allies. Iran‘s leaders are telling the world, 

―We will arm and bankroll whomever we want but won‘t call them terrorists.‖ 
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Iran also stated that it is ready to join the World Trade Organization (WTO),
101

 and the Swiss 

President and the European Parliament Committee on International Trade have already expressed 

support.
102

 Accession would require significant economic reforms, intellectual property 

protections, and other significant restructuring to liberalize Iran‘s economy.
103

 Such reforms are 

likely to be opposed by the supreme leader, the IRGC, and other vested interests as they will 

undermine their ability to censor content and dominate the Iranian economy; however, the 

process is more important to Iran‘s legitimization campaign than whether or not the regime 

intends to implement any reforms.  

 

From an American national and economic security perspective, Iran should not be permitted to 

become a member of the WTO until it ceases to support terrorism and engage in missile 

proliferation. If Iran becomes a member of the WTO, it will be much more difficult for the U.S. 

and its allies to impose sanctions. While sanctions are permissible under a national security 

exception in WTO rules, ―these actions would clearly violate the spirit of the WTO and have 

therefore been rarely used,‖ according to Columbia University Professor Allison Carnegie.
104

 

The United States would lose its powerful coercive sanctions tools – tools that have been the 

centerpiece of the administration‘s nuclear and non-nuclear strategy against Iran. 

 

Iran will attempt to use the FATF and WTO processes as part of its narrative and efforts to 

normalize its place in the international community. Step-by-step, Iran will try to legitimize itself 

in the global financial and business community without fundamentally changing its financial 

practices. Just as it went from nuclear pariah to nuclear partner under the JCPOA without 

admitting to its nuclear weaponization work, Tehran will use this same strategy of coupling a 

denial of wrongdoing with demands for more and more concessions.  

 

Illicit Financial Risks Remain 

 

For now, most large banks have not been fooled by the Islamic Republic‘s game.
105

 After a 

decade of Treasury warnings, which were backed by sanctions on Iran for its nuclear and 

weapons proliferation, terror financing, regional aggression, and money laundering, the private 
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sector has a clear view of the risks of doing business in Iran. Banks are ―driven by the financial-

crime risks and the underlying conduct,‖ HSBC Chief Legal Officer Stuart Levey, who was once 

Obama‘s Treasury undersecretary for terrorism and financial intelligence, reminded the U.S. 

government in a Wall Street Journal op-ed recently. ―No one has claimed that Iran has ceased to 

engage in much of the same conduct for which it was sanctioned.‖
106

 

 

Indeed, the International Monetary Fund (IMF)‘s David Lipton noted on a visit to Tehran, ―The 

best thing the government can do, and the banks can do, is to bring those standards up to 

international levels and try to reassure foreign partners, banks and otherwise that Iran‘s banks are 

safe to deal with.‖
107

 Former Treasury spokesperson Hagar Hajjar Chemali noted, ―The only 

move that could help bring on the business is for Tehran to change its foreign policy and 

improve its financial transparency measures.‖
108

 

 

Economic forecasters argue that Iran‘s ability to take advantage of sanctions relief depends not 

primarily on additional American concessions but on Iran‘s own economic policies. Specifically, 

according to the IMF, Iran needs to implement policies to attract foreign investment and to 

address systemic illicit finance risks.
109

  

 

Until Iran alleviates money laundering and terror finance concerns by committing to end its 

support for terrorism, missile development, and destabilizing regional activities, and to reduce 

the economic power of the Revolutionary Guard and the supreme leader‘s business empire, 

banks will keep Iran at arm‘s length. The enhanced due diligence companies will need to apply 

to any transaction with Iran will prove a nightmare because many Iranian companies – especially 

including companies controlled by the IRGC – use nontransparent corporate structures and 

shadow companies to hide their true ownership interests.  

 

In addition to implementing the regime‘s policies to support terrorism and destabilize its 

neighbors, the IRGC has become a dominant force in the Iranian economy, and Iran‘s ―most 

powerful economic actor,‖ according to the U.S. Treasury.
110

 The IRGC‘s control over strategic 

sectors of the Iranian economy means that any foreign firms interested in doing business with 

Iran will have to do business with the Guard.
111

 Businesses are rightfully concerned that they 
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may be inadvertently dealing with companies owned or controlled by sanctioned entities or those 

that may become sanctioned when their ties to the IRGC become apparent. 

 

Those multinational companies and global banks who care about long-term protection of their 

assets are not rushing back into Iran because they understand the risks of getting entangled in 

massive money-laundering, corruption, and terror finance schemes that pose unmanageable risks 

to their stakeholders. Tehran ranked 150 out of 189 countries on the World Bank‘s 2016 ―Ease of 

Doing Business‖ Index on ―protecting minority investors.‖
112

 Foreign companies know that the 

pervasiveness of corruption presents significant challenges since evidence of bribes triggers the 

U.S. Foreign Corrupt Practices Act and the UK Bribery Act, which involve severe civil and 

criminal penalties. Transparency International ranks Iran 130 out of 168 counties on its 

corruption perception index, and the Basel Institute on Governance ranked Iran as the worst 

country in the world with regard to risks from money laundering and terrorism financing in its 

annual Anti-Money Laundering Index report.
113

 

 

The private sector knows that now is not the right time to rush back into a country that still 

remains designated by the U.S. government as a ―jurisdiction of primary money-laundering 

concern.‖
114

 When Treasury issued this designation in November 2011, the department cited 

Iran‘s ―support for terrorism,‖ ―pursuit of weapons of mass destruction‖ – including its financing 

of nuclear and ballistic missile programs – and the use of ―deceptive financial practices to 

facilitate illicit conduct and evade sanctions.‖
115

 Iran‘s entire financial system posed illicit 

finance risks to the global system. 

 

The nuclear deal has not changed the Iranian regime‘s malign foreign and economic policies, 

which have had a remarkable consistency over the years. As Foreign Minister Mohammad-Javad 

Zarif wrote in his memoir, tending to the country‘s economic welfare was not enough for Iran‘s 

leaders: ―We have also defined a global vocation … we do not exist without our revolutionary 

goals.‖
116
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Europe is at Risk  

 

Europe in particular is vulnerable to the illicit finance risks posed by a legitimized Iranian 

banking system. For now, Iran remains cut off from the U.S. financial system, but the JCPOA 

terminated financial sanctions against most Iranian financial institutions. The nuclear deal lifted 

U.S. sanctions on 21 out of the 23 Iranian banks designated for proliferation financing – 

including both nuclear and ballistic missile activities – and 26 other financial institutions 

blacklisted for providing financial services to previously-designated entities or for being owned 

by the government of Iran.
117

  

 

Meanwhile, the European Union lifted sanctions against most Iranian banks that it sanctioned 

over the past decade and removed restrictions on financial messaging services, allowing these 

Iranian banks back into the SWIFT financial messaging system from where they were expelled 

in March 2012.
118

 With the lifting of EU sanctions under the JCPOA, Europe will increasingly 

become an economic free zone for Iran‘s most dangerous people and entities.  

 

In addition to the SWIFT system, Iranian banks are also using the Trans-European Automated 

Real-Time Gross Settlement Express Transfer (Target2) system. Target2 is the European Central 

Bank‘s proprietary electronic interbank payment system, equivalent to the U.S. Fedwire, and the 

system that settles transactions in euros through the SWIFT gateway. Iranian banks, however, 

regularly violate the European Central Bank‘s guidelines and terms of use. Participants in the 

Target2 system are required to comply with all obligations related to ―prevention of money 

laundering, the financing of terrorism, proliferation-sensitive nuclear activities and the 

development of nuclear weapons delivery systems.‖
119

 Instead, Iranian banks are complicit in 

this type of illicit finance.  

 

Target2 could be used unwittingly to aid Iranian sanctions-busting schemes. If an Iranian trader, 

for example, wants to convert euros from his Chinese bank account into yuan and then transfer 

those yuan to an account held by a Chinese producer of maraging steel (which is used to build 

advanced centrifuges), the Iranian trader‘s bank will likely use the Target2 system. This 

hypothetical scenario is very plausible, especially as many previously sanctioned entities are 

actively procuring raw materials relevant to Iran‘s nuclear program, according to the Institute for 

Science and International Security.
120

 Iran‘s use of the euro for illicit financial activities poses 
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significant risks for European banking regulators and the financial institutions they oversee. It is 

also barred by the specific guidelines of Target2. 

 

Meanwhile, previously sanctioned banks with illicit finance records are freely operating in 

Europe. For example, the United States sanctioned Europaeisch-Iranische Handelsbank (EIH 

Bank) in September 2010 for providing financial services to sanctioned Iranian banks.
121

 Then-

Treasury Undersecretary Stuart Levey called the bank a ―key financial lifeline for Iran,‖ noting 

that it ―facilitated billions of dollars‘ worth of transactions on behalf of Iranian banks previously 

designated for proliferation-related activities.‖
122

 Among other crimes, Treasury noted that the 

bank facilitated multiple transactions between weapons exporters and WMD proliferators.
123

 

According to a Wall Street Journal report, the bank was ―involved in a broad sanctions-evasion 

scheme, conducting euro-denominated transactions‖ on behalf of the sanctioned Bank Sepah.
124

 

After significant U.S. pressure, including the intervention of President Obama with Chancellor 

Angela Merkel,
125

 the EU followed suit and designated EIH Bank in May 2011.
126

  

 

Current and former senior members of EIH Bank‘s supervisory board also have served in senior 

leadership positions at other banks, including First East Export Bank, Bank Mellat, Future Bank 

(a Bank Melli subsidiary), and the Bank of Industry and Mine, all of whom were previously 

designated by the U.S. and EU for involvement in illicit finance in support of Iran‘s nuclear and 

ballistic missile programs.
127

 Notably, First East Export Bank was one of only three banks that 

the UN designated for facilitating financial transactions for Iran‘s illicit nuclear program.  

 

Under the JCPOA, however, the U.S. and EU lifted sanctions on the bank without providing 

evidence that the bank ceased its illicit financial practices. EIH Bank is back in business. French 

energy company Total is reportedly using the bank to arrange payments to ship exports of 
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Iranian crude to Europe,
128

 and starting in June 2016, Indian refineries are using EIH Bank to 

settle billions of dollars in outstanding debts owed to Iran for previous crude oil purchases.
129

 

According to conversations I‘ve had with industry experts, EIH acting as a hub that mediates on 

behalf of European banks looking to transact with Iranian banks. These European banks are 

outsourcing their due diligence, ―know-your-customer,‖ and other compliance responsibilities to 

an Iranian bank operating in Germany with a long rap sheet of financial crimes. With EIH 

managing risks for these European banks, there is a threat to the integrity of the European 

banking sector, their regulators and auditors, as well as a significant spillover threat to U.S. 

financial markets. 

 

Washington’s Actions Go Beyond its JCPOA Commitments 

 

Last summer‘s Joint Comprehensive Plan of Action was objectively a very good deal for Tehran: 

It preserved essential elements of the country‘s nuclear infrastructure and placed only temporary, 

limited restrictions on its nuclear ambitions, which start expiring in eight years. In exchange, Iran 

got the complete dismantlement of many of the most impactful U.S. and international economic 

sanctions. 

 

In January, the accord proceeded as scheduled. Iran mothballed some of its nuclear infrastructure 

and got the coveted stamp of approval from the International Atomic Energy Agency. Following 

that, Washington and the Europeans terminated or suspended a slew of punishing economic 

sanctions and even agreed to hand over access to a $100 billion in blocked Iranian assets.
130

  

 

But then the Obama administration went even further. After committing to ―actively encourage‖ 

state and local government to lift their own sanctions,
131

 the administration sent letters to all 50 

governors urging them to reconsider all Iran-sanctions measures.
132

 Starting about a decade ago, 
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individual states began passing legislation requiring state pension funds to divest from 

companies that engaged in specific sanctionable activities and made investments in the Iranian 

energy sector. Many state laws tied the imposition of sanctions to both Iran‘s pursuit of weapons 

of mass destruction and its support for terrorism.
133

 Many of these measures contain termination 

clauses linked to Iran‘s removal from the state sponsors of terrorism list or similar certifications 

that Iran is no longer engaged in the support of international terrorism.  

 

The Comprehensive Iran Sanctions, Accountability, and Divestment Act of 2010 (CISADA) 

includes provisions affirming the authority of states to impose sanctions or divest from Iran if 

they wish to do so.
134

 While the JCPOA does not impact these provisions, the administration‘s 

actions to-date raise serious questions. Will the White House try to force individual states to lift 

their divestment measures, even as the termination criteria for the legislation have not been met? 

Congress should pay particular attention to any actions by the federal government that go beyond 

simply informing states and local authorities about the nuclear deal. 

 

The Obama administration opened the door to Iran‘s financial legitimization strategy when it 

agreed to the nuclear deal: Under the terms of the accord, as discussed, the United States and the 

European Union committed to ―refrain from any policy specifically intended to directly and 

adversely affect the normalisation of trade and economic relations.‖
 135

 Iran has interpreted this 

to mean that the United States or EU cannot implement terrorism or other non-nuclear sanctions 

– even if they are entirely justified – or Iran will walk away from the JCPOA and ―snapback‖ its 

nuclear program. Iranian officials also argue that the United States must go further, pushing 

skittish multilateral companies and global banks back into Iran. 

 

And so, in recent months, Secretary of State John Kerry has been on an international invest-in-

Tehran ―road show‖
136

 to encourage large European banks to return to business with Iran. Banks 

simply need to ―do their normal due diligence and know who they‘re dealing with,‖ Kerry told 

reporters.
137

 But the banks know that there is no ―normal due diligence‖ in a country as corrupt 

as the Islamic Republic.  
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A tough-minded American administration would argue that there is a big difference between not 

interfering with commercial relations and actively advocating for banks and companies to enter 

the Iranian market. And by buying into Iran‘s arguments, Washington is becoming the trade-

promotion agent for a rogue state.  

 

In an attempt to assuage their concerns further, Secretary Kerry‘s staff briefed State Department 

reporters on a plan to issue a license to permit foreign banks to use dollars when processing 

transactions with their Iranian counterparts
138

 – a concession never explicitly negotiated as part 

of the nuclear deal. This prompted a backlash in Congress that had Treasury Department officials 

scrambling to issue guidance that Washington is not permitting Iranian access to the U.S. 

financial system, even as they left open the possibility of offshore dollar clearing.
139

  

 

Iran wants direct – or, at a minimum, indirect – access to the U.S. dollar because the dollar is the 

preferred currency for global trade. In 2008, Treasury banned Iran‘s last access point to the U.S. 

financial system by prohibiting what are referred to as ―U-turn‖ transactions, which are 

transactions between a foreign bank and an Iranian bank that briefly transit the U.S. financial 

system in order to dollarize the transaction.
140

 At the time, Treasury‘s Office of Foreign Assets 

Control noted that the purpose of the action was ―to further protect the U.S. financial system 

from the threat of illicit finance posed by Iran and its banks.‖
141

 

 

Permitting Iran access to the U.S. dollar would contradict repeated administration promises to 

Congress, and goes beyond any commitments made to Iran under the JCPOA.
142

 During the 

weeks of intense congressional debate about the nuclear agreement and in the months following, 

administration officials repeatedly pledged that Iran would not be granted access to the U.S. 

financial system. Treasury Secretary Jack Lew was adamant during a congressional grilling last 

July. ―Iranian banks will not be able to clear U.S. dollars through New York,‖ he told both the 

Senate Foreign Relations Committee and House Foreign Affairs Committee, or ―hold 

correspondent account relationships with U.S. financial institutions, or enter into financing 

arrangements with U.S. banks.‖
143
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In August, before the Senate Banking Committee, Treasury‘s Acting Under Secretary for 

Terrorism and Financial Intelligence Adam Szubin similarly testified that Iran will not ―be able 

to clear U.S. dollars through New York‖ or have correspondent accounts or financing 

arrangements with U.S. banks.
144

 Most explicitly, Szubin publicly committed:  

 

Iran will not be able to open bank accounts with U.S. banks, nor will Iran be able to 

access the U.S. banking sector, even for that momentary transaction to, what we call, 

dollarize a foreign payment. It was once referred to as a U-turn license, and Iran was 

allowed to make such offshore-to-offshore payments that cross U.S. banking sector 

thresholds for just a second. That is not in the cards.
145

 

 

On Implementation Day (January 16, 2016), even as the administration suspended many of the 

most impactful secondary sanctions on Iran under the terms of the JCPOA, it vowed that the 

Islamic Republic would never get the ultimate prize: access to the U.S. financial system or dollar 

transactions. Treasury‘s guidance about sanctions relief stated that U-turn transactions remain 

banned. It explained that, despite the suspension of sanctions, ―foreign financial institutions need 

to continue to ensure they do not clear U.S. dollar-denominated transactions involving Iran 

through U.S. financial institutions.‖ Treasury emphasized: ―The clearing of U.S. dollar- or other 

currency-denominated transactions through the U.S. financial system or involving a U.S. person 

remain prohibited.‖ Treasury noted that the JCPOA ―does not impact the November 2011 finding 

by the Department of the Treasury‘s Financial Crimes Enforcement Network (FinCEN) that Iran 

is a Jurisdiction of Primary Money Laundering Concern.‖
146

  

 

If the United States provides dollarized access now, and in the future Iran conducts another 

ballistic missile test or executes more dissidents or provides more weapons to the Assad regime 

in Syria, the next administration will not be able to revoke Iran‘s access to dollarized 

transactions. Tehran will argue, convincingly, that Washington provided this sanctions relief 

under the JCPOA, so it cannot re-impose this sanction for non-nuclear reasons later.
147

 Iran will 

threaten to walk away from the deal and deploy its own ―nuclear snapback.‖ This will effectively 

paralyze America‘s Iran policy as even the minimalist instrument of coercion, the non-nuclear 

sanction, will be increasingly neutralized.  
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How the Administration Might “Dollarize” Iran’s Transactions 

 

News reports indicate that the administration is contemplating ways to dollarized transactions as 

long as: 1) no Iranian banks are involved in the transactions; 2) no Iranian rials enter into the 

transaction at the dollar clearing facility; and 3) the payment does not start or end with U.S. 

dollars.
148

 The transaction would be temporarily converted into dollars allowing European (or 

other foreign) banks to conduct at least part of the exchange in dollars, which banks prefer 

because the dollar is a stable currency with less fluctuations and therefore less risk.  

 

Any authorization of dollarized transactions would likely need to make it clear that U.S banks 

would be shielded from liability for providing dollars to the offshore transaction facility 

(otherwise potential liability could exist for U.S. persons indirectly providing services to a 

prohibited Iranian person). Further, it would also need to make clear that foreign banks are only 

permitted to engage in transactions in dollars received via the facility so long as those 

transactions are consistent with the relief provided under the JCPOA.  

 

There appears to be no regulation expressly permitting foreign financial institutions to use 

offshore dollars to transact with Iran. Treasury‘s guidance notes that it is prohibited for foreign 

financial institutions to ―clear U.S. dollar-denominated transactions involving Iran through U.S. 

financial institutions‖
149

 (emphasis added), but it is not clear if the transactions are permitted if 

they do not transit a U.S. bank.  

 

In a House Foreign Affairs Committee hearing in May, Szubin testified that foreign banks are 

currently permitted to use the dollars already in their possession to clear transactions with Iran. 

―Every foreign bank in the world has U.S. dollars in their possession. Our sanctions do not 

extend to those dollar bills, and foreign actors aren‘t under our jurisdiction if they choose to give 

those to any actor, including an Iranian actor.‖
150

  

 

This argument, however, does not address the fact that dollars circulating overseas do eventually 

return to the United States, thereby establishing a jurisdictional link. Foreign financial 

institutions do not know how long dollars tainted by an Iranian transaction must remain outside 

the U.S. before they can be moved through the U.S. financial system without fear of U.S. 

sanctions.
151

 Moreover, European banks have received substantial fines from the U.S. 

government as well as from New York regulators.
152

 This is giving those with a global presence 
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and with substantial U.S. operations pause until they are certain that they will not be on the 

wrong side of a future enforcement action. Additional guidance, letters of comfort, or licenses 

are likely necessary before foreign financial institutions with a large global and U.S. presence 

will process dollarized transitions for Iran.  

 

Foreign financial institutions would still face significant due diligence challenges to ensure that 

none of the parties to the transaction remain under U.S. sanctions or are owned or controlled by a 

sanctioned entity. Reportedly, banks are drafting their own blacklists of companies with 

connections to the Iranian government – beyond those designations Treasury has imposed – to 

protect themselves from transacting with an agent of Iranian financial institutions or the 

government of Iran.
153

 

 

Congress is rightly concerned about how the administration could provide such access. In 

addition to simply reinstating the U-turn general license that was in place prior to November 

2008, there are a number of different mechanisms the United States could employ.  

 

First, the United States could allow Iran to use what are known as offshore ―large-value payment 

systems.‖
154

 Currently, offshore clearing houses and individual banks themselves have dollars 

within their holdings. Alternatively, the United States may permit dollar clearance through the 

Asian Clearing Union (which Iran had been using in 2009 to evade sanctions
155

) or allow banks 

to conduct what are known as ―book transfers.‖
156

 

 

If the U.S. government wants to allow dollarized transactions, Treasury could issue a general 

license permitting – or a statement of guidance allowing – U.S. banks to provide dollars for an 

offshore clearing facility overseen by a foreign government or foreign bank.
157

 When 

transmitting payments between Iranian companies and European companies, for example, the 

foreign financial institution would use this offshore clearing facility to convert the transaction 

into dollars. Treasury would issue similar licenses or guidance to permit dollarization through the 

Asian Clearing Union or through book transfers. 

 

Alternatively, rather than move ahead with a blanket license, the administration could use a 

class-of-transactions approach. Specific classes of dollarized transactions are already permitted. 

In general, U.S. banks are permitted ―to process transfers of funds to or from Iran … [if the] 
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underlying transaction … has been authorized by a specific or general license,‖ according to 

Treasury‘s Iranian Transactions and Sanctions Regulations.
158

  

 

During the interim agreement, the U.S. government worked directly with foreign financial 

institutions to facilitate the repatriation of $11.9 billion in Iranian assets held abroad.
159

 It is not 

clear how much of those assets – if any – were released or returned as dollar-denominated funds 

or dollarized through related conversions out of or into other currencies at some point in the 

transaction. Now, the administration may be poised to permit the dollarization of Iran‘s 

previously frozen assets, worth approximately $100 billion, in response to Iranian complaints 

that they are not able to use these funds.
160

 Additionally, the administration may route the $8.6 

million payment for 32 metric tons of Iranian heavy water through a foreign financial institution, 

although administration officials have not provided specific details about whether this payment 

will use dollars.
161

 

 

Iran also wants the U.S. government to specifically authorize the use of dollars in other classes of 

transactions, including payments for aircraft sales. That is the significance of the $25 billion 

preliminary deal between Boeing and Iran Air. In addition to implicating a major U.S. company 

in the Islamic Republic‘s support for terrorism and regional adventurism, it is the financing of 

the deal that is central to Iran‘s demands for economic legitimacy. Tehran wants U.S. banks to 

finance the Boeing deal and for the administration to permit the transaction to transit the U.S. 

financial system or take place through offshore dollar clearing facilities. Iran wants to get the 

planes now, pay later, borrow the money from Western lenders, and secure its access to 

dollarized transactions – a benefit never authorized under the terms of the nuclear deal. With 

each class of transactions that are dollarized, Iran is slowly undermining the ban on Iranian 

access to the U.S. financial system.  

 

Congress should reject all of these attempts to give Iran direct or indirect access to the U.S. 

dollar. Iran did not explicitly negotiate this concession as part of the JCPOA and should not now 

be given a unilateral concession of this magnitude – particularly given its continued record of 

illicit behavior. Congress recently underscored these concerns in a bipartisan Senate letter sent to 

President Obama and in multiple pieces of legislation introduced in the House and Senate.
162
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Assess to the Dollar and Dollarized Transactions: Arguments and Counterarguments 

 

Ahead of any action by Treasury to allow dollarized transactions, it is important for Congress to 

understand the counterpoints to arguments that the administration is likely to put forward.
163

 

 

Better Intelligence 

 

The White House may argue that allowing dollar transactions could yield better intelligence. In 

2008, when Treasury banned U-turn transactions, it determined that the risks simply outweighed 

the intelligence benefits. Four years later, Treasury pushed to ban several Iranian banks, 

including the central bank, from the SWIFT financial messaging system. The threat to the 

integrity of the global financial system from Iranian banks, it again determined, was too grave, 

despite the intelligence that could be gathered. 

 

Assets Vulnerable to Future Sanctions 

 

The administration might claim that Treasury could capture dollar-denominated assets when Iran 

violates the nuclear agreement or uses the greenback to finance terrorism or ballistic missiles. 

This would not be realistic. Iran knows the U.S. can freeze transactions that are even temporarily 

converted to dollars, making it unlikely that the regime would hold registered dollar accounts in 

sufficient quantities in banks where U.S. authorities have reach. If anything, Iran is likely to keep 

its dollar holdings in offshore accounts or in pallets of cash out of the reach of U.S. authorities. 

Indeed, after the Supreme Court issued its decision affirming the ability of victims of Iranian 

terrorism to seize certain assets of the Central Bank of Iran, Iranian officials stated that allowing 

assets to remain in dollar accounts was ―poor planning‖ and ―clear negligence.‖
164

 Having 

learned this lesson, if the regime contemplates a nuclear violation or gets wind of new sanctions, 

it is likely to quickly dump whatever traceable dollar assets it holds. 

 

Undermining Confidence in the Dollar 

 

Administration may also argue, as they did during the JCPOA debate,
165

 that not providing Iran 

with sanctions relief – in this case access to the U.S. dollar – will undermine the dollar‘s position 
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as the preferred currency for global trade.
166

 The overwhelming majority, 87 percent,
167

 of 

international trade is conducted in U.S. dollars; 43 percent of international financial transactions 

are denominated in dollars;
168

 and more than 60 percent of total allocated global foreign 

exchange reserves are denominated in U.S. dollars.
169

 

 

Despite analysts‘ predictions over the past decade and especially after the 2008 financial crisis 

that the dollar would lose its preeminence, the dollar remains dominant because it is most liquid 

currency, and U.S. Treasury bills are seen as the safest investment, even during financial crises. 

There are legitimate long-term concerns about challenges to the U.S.-led international financial 

order and the dollar‘s position within that system, but whether or not Iran gets access to 

dollarized transactions has little to no bearing on this issue. Indeed, with a concern over the euro 

because of the Brexit and European debt crises and the yuan due to the sustainability of Chinese 

economic growth and the fragility of the Chinese banking sector, there continues to be a flight to 

the dollar. 

 

Iranian Economic Recovery 

 

The administration may also argue that providing dollarized transactions is necessary in order to 

ensure that Iran‘s economy grows, and Tehran sees the economic benefits of the deal. And yet, 

this also contradicts the evidence: Tehran has already received substantial sanctions relief, which 

has provided a major ―stimulus package.‖ 

 

In 2012 and 2013, Iran‘s economy was crashing. It had been hit with an asymmetric shock from 

sanctions, including those targeting its central bank, oil exports, and access to the SWIFT 

financial messaging system. The economy shrank by six percent in the 2012-13 fiscal year, and 

bottomed out the following year, dropping another two percent.
170

 Accessible foreign exchange 

reserves were estimated to be down to only $20 billion.
171

 

 

This changed during the nuclear negotiations. During the 18-month period starting in late 2013, 

interim sanctions relief
172

 and the lack of new shocks enabled Iran to move from a severe 
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recession to a modest recovery.
173

 During that time, the Islamic Republic received $11.9 billion 

through the release of restricted assets, while sanctions on major sectors of its economy were 

suspended. This facilitated strong imports that supported domestic investment, especially from 

China. The Obama administration also de-escalated the sanctions pressure by blocking new 

congressional legislation.
174

 Jointly, these forces rescued the Iranian economy and its leaders, 

including the Revolutionary Guard, from an imminent and severe balance of payments crisis. In 

the 2014-15 fiscal year, the Iranian economy rebounded and grew at a rate of at least three 

percent.
175

 

 

Now, under the JCPOA, Iran has received a sanctions windfall and its economy is beginning to 

recover. In the fiscal year that ended in March, Iran‘s economy grew only slightly, and may have 

even experienced a modest contraction because of with declining oil prices and a tight monetary 

policy to rein in inflation.
176

 But in the current fiscal year, Iran‘s economy is projected to grow at 

a rate of nearly four percent.
177

 Assuming that Iran continues to make modest economic reforms 

to attract investment, the country‘s economic growth is projected to stabilize around 4 to 4.5 

percent annually over the next five years.
178

 

 

Empowering the “Moderates” 

 

The administration may argue that additional sanctions relief is necessary to empower moderate 

forces is Iran so that they can push back against hardline elements who want to pursue policies 

antithetical to U.S. interests. Former CIA Director Leon Panetta, however, explained that the 

intelligence community‘s assessment is the Iranian regime is not meaningfully divided into 
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―moderate‖ and ―hardline‖ camps.
179

 Or, as former Under Secretary of State and U.S. negotiator 

in the Iran talks Wendy Sherman noted, ―There are hardliners in Iran, and then there are hard-

hardliners in Iran. Rouhani is not a moderate, he is a hardliner.‖
180

 

 

Analysis that President Rouhani represents a moderate wing fails to appreciate the Iranian 

political system and atmosphere. When he was elected, he was hailed as a man of the system 

who nevertheless wanted to make fundamental changes that would gradually bring greater 

freedom to Iranian society and politics. This assessment ignores the evidence. In 1999, he 

supported crushing student protests and called for the execution of those agitating for greater 

freedom.
181

 Last year, my colleagues at the Foundation for Defense of Democracies conducted 

an in-depth study of his writings, speeches, and autobiography. Their research revealed that his 

―politics aren‘t reformist‖; his priority is to ―ensure the regime‘s continuing dominion.‖ He is ―a 

founding father of Iran‘s theocracy and its nuclear-weapons program‖ and has ―arduously and 

vengefully worked to see the revolution succeed.‖
182

  

 

Some argued that sanctions relief would benefit Iranian society, but early reporting revealed that 

―the only deals being struck have been with state-backed conglomerates.‖
183

 One of the major 

flaws of the JCPOA is its enrichment of the most dangerous elements of the Iranian regime, 

Iran‘s Islamic Revolutionary Guard Corps. 

 

Encouraging Good Behavior 

 

The administration might also argue that the West needs to provide economic incentives for 

Tehran to comply with the nuclear deal and that providing additional sanctions relief will 

encourage Iran to moderate its behavior on a host of other, non-nuclear issues. President Obama 

explicitly acknowledged that Iran is not keeping to the spirit of the agreement,
184

 and yet 

administration officials have stated that it is America‘s responsibility to go beyond its 

commitments under the agreement to ensure that Iran ―get[s] the benefits that they are supposed 
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to get,‖ according to Secretary Kerry.
185

 Given its post-deal record of hostage taking, terrorism, 

regional aggression, and illegal arms deals, as well as a financial sector that remains rotten to the 

core, Tehran is hardly in a position to complain that the ―spirit‖ of the deal now requires more 

American generosity.  

 

If the Obama administration grants Iran access to the world‘s most important currency, U.S. 

sanctions will be severely undermined without any reciprocity. Tehran will receive yet another 

significant and unilateral concession. And Washington will have lost critical leverage to target 

Iran‘s terror finance, missile activities, destabilizing regional aggression, systemic human rights 

abuses, and the financial and military backing of the Assad regime. The next president‘s ability 

to target Iran‘s malign activities with non-nuclear sanctions will be much more difficult if 

billions of dollarized transactions are green-lighted. The next administration will not be able to 

easily to reverse this once it is in motion, made even more difficult by inevitable European and 

Asian pushback. 

 

Instead of granting such a significant unilateral concession of Iranian access to dollarized 

transactions, the United States should require major reciprocal steps by Tehran. Iran must start to 

address all of its non-nuclear malign activities – indeed, the very concerns that administration 

officials promised that they were going to address using the remaining non-nuclear sanctions. 

The onus should be on Iran to address its pattern of illicit conduct and terror financing and to 

convince the global financial system that it has turned a corner. Washington should not let Iran‘s 

leaders off the hook on the essential decision of whether to change their foreign and economic 

policies to encourage investment or sacrifice their economy and the welfare of their people in the 

name of the Islamic revolution.  

 

Recommendations 

 

1. Protect the integrity of the U.S. dollar from Iranian illicit finance. 

 

After Treasury designated Iran as a jurisdiction of primary money laundering concern, Congress 

included a prohibition in Section 1245(c) of the National Defense Authorization Act of 2012 

stipulating, ―The President shall, pursuant to the International Emergency Economic Powers Act 

(50 U.S.C. 1701 et seq.), block and prohibit all transactions in all property and interests in 

property of an Iranian financial institution if such property and interests in property are in the 

United States, come within the United States, or are or come within the possession or control of a 

United States person.‖
186

 Section 1245(b) also codified the Section 311 finding that Iran is a 

jurisdiction of primary money laundering concern.  

 

Congress can strengthen and clarify this provision by stating that it is prohibited for any U.S. 

financial institution to process any transactions for Iranian entities, even when such a ―transfer 

was by order of a non-Iranian foreign bank from its own account in a domestic bank to an 
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account held by a domestic bank for a non-Iranian foreign bank.‖
187

 Congress should also state 

that it is prohibited for a U.S. financial institution to provide dollars for offshore clearing 

facilities if any party to the transaction anywhere in the financial chain is an Iranian entity.  

 

Congress should require the Treasury Department to report on all financial institutions involved 

in giving Iran direct or indirect access to the U.S. dollar, with details on institutions, transactions, 

counterparties, and mechanisms. Congress furthermore should authorize mandatory sanctions on 

any offshore large value payment system that provides dollar-clearing services in any 

transactions involving an Iranian party. The termination of these prohibitions should be linked to 

a certification from the president that Iran is no longer involved in supporting terrorism and illicit 

missile development and that the Iranian regime has addressed its outstanding obligations to 

compensate victims of Iranian terrorism.  

 

2. Reauthorize the Iran Sanctions Act, an important foundation of the sanctions 

architecture. 

 

While the Obama administration has suspended sanctions on key segments of the Iranian 

economy according to the JCPOA, only Congress can formally lift many of these sanctions. The 

administration has also pledged to ―snap‖ sanctions back into place if Tehran violates the terms 

of the agreement. At the end of this year, however, the Iran Sanctions Act is set to expire unless 

lawmakers act to reauthorize it. The Iran Sanctions Act is a critical foundation of the Iran 

sanctions architecture and should be reauthorized. As Senator Robert Menendez (D-NJ) has 

noted, if the Iran Sanctions Act is not reauthorized, there will be nothing ―to snapback to.‖
188

  

 

Reauthorizing the Iran Sanctions Act would not violate the JCPOA, as no new sanctions would 

be imposed. Iran may voice objection to the reauthorization, perhaps even threatening to walk 

away from the agreement, but Congress should call Iran‘s bluff and not allow the regime to have 

veto power over American laws. Furthermore, the justification for the Iran Sanctions Act is not 

only Iran‘s nuclear program, but also its support for international terrorism. Indeed, when the bill 

(which at the time also authorized sanctions against Libya) was signed into law in 1996, 

President Bill Clinton stated that it would ―help to deny those countries the money they need to 

finance international terrorism … [and] limit the flow of resources necessary to obtain weapons 

of mass destruction.‖
189

 

 

3. Counter the narrative that Iran is a responsible financial actor. 

 

As Iran engages with the global financial community and seeks to gain legitimacy, Tehran will 

attempt to further the narrative that it is a responsible global actor. Congress should counter the 

Iranian narrative and explain to markets the ongoing compliance and business risks involved in 
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transactions with Iran. Congress should expose Iran‘s ongoing deceptive conduct and illicit 

activities through both open source data and declassified evidence to build on the already-

existing market concerns of doing business with Iran. Congress also should require the 

administration to provide detailed reporting on Iran‘s deceptive conduct and illicit activities. 

These reports should focus on exposing Iran‘s shadow networks, the corruption of top Iranian 

officials, and the role of the IRGC and other designated Iranian actors in ―legitimate‖ businesses. 

This will underscore that responsible actors have an obligation to keep Iran at arm‘s length 

unless and until Iran‘s behavior becomes conducive to effective risk management.  

 

Finally, the notion that Iran can threaten to snap-back its nuclear program and therefore deter 

Washington from using non-nuclear sanctions contradicts the commitments by the president and 

numerous administration officials to Congress and the American people. The administration 

pledged to use the full power of American economic and non-military might to deter Iran from 

destabilizing and dangerous activities. Congress should amplify the message not only to the 

Iranians but to the international community that Iran is engaged in dangerous, maligned, and 

illicit conduct, and that the U.S. government will not hesitate to use all instruments of coercive 

power, including sanctions, to stop that activity. 

 

4. Strengthen sanctions against the IRGC by targeting its support for terrorism and 

expanding non-proliferation sanctions and designations.  

 

To date, the administration has refused to impose terrorism sanctions against the Islamic 

Revolutionary Guard Corps by either designating it under Executive Order 13224 or by declaring 

the entity to be a Foreign Terrorist Organization. If the administration refuses to designate the 

IRGC for terrorism, Congress should impose the same penalties provided under the Foreign 

Terrorist Organization designation or Executive Order 13224 through other means. Such 

sanctions would reinforce existing secondary sanctions against companies engaged in business 

with IRGC companies. They would also provide another warning to foreign companies 

contemplating illicit business in Iran.  

 

In the missile arena, numerous companies owned or controlled by the IRGC and the Iranian 

Ministry of Defense and Armed Forces Logistics (MODAFL) and high-ranking Iranian officials 

involved in the program have not been sanctioned. Congress should require the administration to 

provide a list of all of the individuals and entities involved in Tehran‘s ballistic missile 

development. The U.S. Government Accountability Office or a similar governmental or quasi-

government body should verify this list and add any additional persons or entities not identified 

by Treasury. Congress should require Treasury to add all of those identified on this list to the 

Specially Designated Nationals list under its counter-proliferation authorities. These should also 

include any entities owned or controlled by designated entities. 

 

5. Require updated reporting on IRGC penetration in sectors of the Iranian economy, 

along with reporting and sanctions on the sectors involved in Iran’s ballistic missile 

development. 

 

The Iran Freedom and Counter-Proliferation Act of 2012 requires the president to provide a 

report to Congress every 180 days on ―which sectors of the economy of Iran are controlled 
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directly or indirectly by Iran‘s Revolutionary Guard Corps.‖
190

 Congress can update this 

reporting requirement so that the president must provide not only an assessment of which sectors 

are controlled by the IRGC, but also a determination of the nature and extent of the IRGC‘s 

penetration into key sectors of Iran‘s economy. This report should include an analysis of the 

contribution of the most significant sectors to Iran‘s GDP, a list of the largest companies in that 

sector, and their links to the Revolutionary Guard (whether or not they meet the ownership or 

IRGC Watch List thresholds that are discussed below). The report should also provide a 

qualitative and quantitative assessment of the IRGC‘s involvement in each sector. Congress 

should then create sector-based sanctions targeting any sector of the Iranian economy with a 

significant IRGC presence.  

 

Congress also should require a similar report on the sectors of Iran‘s economy that are 

contributing directly or indirectly to the development of the country‘s ballistic missile program. 

The report should list all foreign investors in the sectors and all foreign persons engaging in 

business with these sectors. Much of this is available through open source information. Indeed, 

FDD‘s research has revealed that metallurgy and mining; chemicals, petrochemicals, and energy; 

construction; automotive; and electronic, telecommunication, and computer science sectors are 

involved in Iran‘s ballistic missile program.
191

 These sectors are a good starting point. From 

there, Congress should authorize sanctions on sectors identified in the study. These sanctions 

could build on the precedent that Congress and Treasury have set of targeting sectors connected 

to Iran‘s nuclear program.  

 

6. Require the U.S. Treasury to designate companies with IRGC or MODAFL 

beneficial ownership. 

 

Currently, Treasury uses the 50-percent threshold to determine IRGC ownership (or ownership 

by any other designated entity); however a 25-percent threshold would better reflect global 

standards and Treasury‘s own recommendations.
192

 In May, Treasury announced the final rule on 

customer due diligence and proposed beneficial ownership legislation requiring financial 

institutions in the United States to ―identify and verify the identity of any individual who owns 

25 percent or more of a legal entity, and an individual who controls the legal entity.‖
193

 Congress 

should require the Treasury Department to lower the threshold for designation to the 25-percent 
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beneficial ownership threshold rather than majority ownership and also include ―board of 

directors‘ criteria.‖ The latter criteria takes into account not only equity shares but also seats on 

the board of directors or an ability ―to otherwise control the actions, policies, or personnel 

decisions‖ used to determine ownership.
194

 Under new criteria, many additional IRGC- and 

MODAFL-controlled entities would likely be eligible for sanctions. Lowering the threshold 

would likely also generate greater public scrutiny and enhanced due diligence procedures by the 

private sector.  

 

7. Require the U.S. Treasury to create an IRGC Watch List. 

 

Congress should consider a legislative requirement that Treasury create an ―IRGC Watch List‖ 

of entities that do not meet the threshold for designation but have demonstrable connections to 

the IRGC. Treasury, or another government agency such as the Government Accountability 

Office, should maintain the list and evaluate both public and classified information on companies 

that may be used as fronts for the IRGC. As the IRGC continues to evolve, and as its influence 

and control in the Iranian economy becomes increasingly sophisticated and hidden, enforcement 

of IRGC-related sanctions must also evolve. The criteria for inclusion on the IRGC Watch List 

should be flexible to account for the IRGC‘s evolving use of deceptive business practices. 

 

Even in the post-JCPOA environment, the exposure of the links between Iranian companies and 

the Revolutionary Guard can still discourage business ties and protect the unwitting complicity 

of foreign companies in the IRGC‘s illicit behavior. Exposing the links between the IRGC and 

seemingly legitimate Iranian enterprises can go a long way to reducing the IRGC‘s ability to 

fund terrorism, human rights violations, and other malign activities. This Watch List would also 

be a critical resource for risk compliance officers at financial institutions who want to limit their 

company‘s exposure to bad actors. Again, this information can be gleaned through open sources. 

My colleagues Emanuele Ottolenghi and Saeed Ghasseminejad have already identified about 230 

companies over which the IRGC exercises significant influence either through equity shares or 

positions on the board of directors.
195

 

 

8. Require reporting to the Securities and Exchange Commission regarding any 

transactions with IRGC Watch List companies or in sectors connected to Iran’s 

ballistic missile program. 
 

The Iran Threat Reduction and Syria Human Rights Act of 2012 requires companies publicly 

traded in the U.S. to file reports with the Securities and Exchange Commission (SEC) that 

include any transactions or dealings with sanctioned entities or the government of Iran unless the 
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company received specific authorization from the U.S. government.
196

 To address the IRGC‘s 

role in Iran‘s economy, Congress can amend this report to require companies to include: 1) any 

business in sectors with significant IRGC penetration; 2) any joint ventures with public or private 

Iranian companies (as even so-called private companies are often heavily influenced or 

controlled by the IRGC); 3) any transactions with companies on the IRGC Watch List; and 4) 

any transactions with the sectors connected to Iran‘s ballistic missile program.  

 

Congress should mandate that any company that does not provide timely and accurate reports – 

and does not amend previous reports when new information comes to light about potential 

IRGC-linked partners – would be penalized.  

 

9. Insist on robust investigation into Iran’s ongoing illicit procurement efforts and 

outstanding concerns about the possible military dimensions of Iran’s nuclear 

program.  

 

The recent report from German intelligence, as well as independent reporting by the nuclear 

experts at the Institute for Science and International Security, raises serious concerns about Iran‘s 

ongoing illicit procurement and the U.S. and international community‘s failure to hold Iran 

accountable for its illegal activities. Congress should insist on detailed briefings from the 

administration on its intelligence and law enforcement efforts to combat these ongoing violations 

of Iran‘s obligations under UN Security Council Resolution 2231 and the JCPOA. Congress 

should also require the administration to report on, and sanction, those Iranian entities involved 

in these procurement efforts – even if those same entities were de-listed under the JCPOA.  

 

Additionally, Congress should insist on a detailed briefing from the administration and from 

International Atomic Energy Agency officials about follow-up investigations to clarify ongoing 

questions about nuclear-related activities at the Parchin military base and man-made uranium 

particles found at the site. As former IAEA Deputy Director General Olli Heinonen noted, when 

the evidence on the ground does not match a country‘s declarations about its nuclear activities, 

follow-up investigations are standard procedure, but the IAEA has not indicated what follow up 

it is doing.
197

 Even if U.S. officials try to dismiss the issue by acknowledging that the particles 

are related to previous weaponization activities about which the U.S. was already aware, the 

IAEA needs to know, for example, what the source is of the particles and where that nuclear 

material is now in order for the Agency to verify the completeness and correctness of Iran‘s 

declarations. Congress should hold the administration accountable for its promise that the 

nuclear deal would provide unprecedented transparency. So far, the administration and the IAEA 

have fallen short. Failure to follow through on this will establish Parchin as a precedent that Iran 

will use to deny physical access to future military sites as well as any type of follow-up 

inspections if suspicious materials or activities are discovered. 
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10. Expand human rights sanctions by imposing sanctions on Iranian state organs 

responsible for institutionalized human rights abuses and by linking sanctions 

concessions to improvements in human rights conditions. 

 

The administration‘s record of human rights sanctions since the JCPOA and, indeed, since 

Rouhani took power in 2013, has been abysmal. There is ample evidence of continued and 

escalating human rights crimes. Congress needs to hold the president accountable for his 

commitment to defend the Iranian people using the ample executive and statutory authority he 

has to crack down on the regime‘s domestic repression. 

 

With a few exceptions, U.S. sanctions against Iranian human rights abusers have primarily 

targeted individuals. Congress also should impose human rights sanctions on state organs 

responsible for institutionalized human rights abuses, as well as individuals who work for these 

state organs. This will help Washington target the people, companies, and sources of revenue 

that facilitate and embolden Iran‘s vast system of domestic repression and single out the 

institutions, such as prisons or military bases, at which abuses like torture and arbitrary detention 

occur and the Iranians responsible for those abuses. Many of these institutions, including the 

notorious Evin prison‘s Ward 2A for political prisoners,
198

 are controlled by the Revolutionary 

Guard.  

 

Congress should also consider the creation of a new authority to designate an entity, or even an 

entire country, as a ―jurisdiction of human rights concern.‖ Using the model of Section 311 of 

the USA PATRIOT Act, the finding would carry regulatory implications in the United States but 

would also send a strong signal to foreign companies, even if they are not directly affected by the 

finding. The goal of this policy would be to encourage the private sector to sever ties with 

institutions that perpetrate human rights abuses. It could also prompt the private sector to end 

trade relations with other entities in Iran that have been publicly accused of committing abuses 

but have not yet been sanctioned. 

 

The United States should also build on its global human rights leadership by linking any further 

sanctions relief concessions to Iran with an improvement in Tehran‘s atrocious human rights 

record. During the Cold War, Western negotiators linked certain arms control agreements with 

the Soviet Union to demands for Moscow‘s adherence to the civil rights portion of the 1975 

Helsinki Accords. By contrast, the JCPOA did not require Tehran to make any improvements in 

its human rights record. This is a mistake: It would be much easier to monitor Iran‘s nuclear 

program in a relatively freer and more transparent Iran.  

 

11. Target corruption and kleptocracy for reasons related to terrorism and human 

rights issues. 

 

Corruption and kleptocracy are not just financial transparency issues, but are also human rights 

issues. Corruption is the reason many authoritarian leaders seize and cling to power. It is the glue 

that holds their regimes together, giving dictators spoils to distribute. As U.S. Assistant Secretary 

of the Treasury Daniel Glaser noted, corruption ―stifles economic development, impairs 
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democratic institutions, erodes public trust, and impairs international cooperation … [and] 

creates space for criminals to flourish.‖
199

 In Iran, these criminals are not only traditional thugs, 

but are also state-sponsored human rights violators. 

 

The Revolutionary Guard and the ruling elite (including the supreme leader) have enriched 

themselves at the expense of the Iranian people. The United States can lead efforts to develop 

new policy tools, including financial sanctions tools, to combat corruption in Iran as well as in 

other authoritarian governments. Congress can help develop a mechanism to facilitate the 

sharing of intelligence between international partners on illicit or suspicious financial activities 

to protect the integrity of the global financial system and prevent corrupt officials from using the 

world‘s banking systems. 

 

Focusing on corruption is crucial because authoritarian leaders paint civil society groups as 

foreign agents, pass laws to regulate these groups, and cast themselves as defenders of traditional 

values against a decadent and deviant West. They have a more difficult time, however, using 

ideological, cultural, or nationalist arguments to justify thievery. Most ordinary people believe 

that international action against ―crooks and thieves‖ in their countries is legitimate. Targeting 

corrupt individuals and institutions will not only impose economic costs, but it will also 

demonstrate to the Iranian people that the United States and the international community oppose 

the enrichment of oligarchs at the expense of ordinary people. 

 

Congress should consider legislation targeting corruption in all state sponsors of terrorism. The 

link between the funds generated from corruption and the sponsorship of terrorism by these 

regimes is well documented. The pending Global Magnitsky Human Rights Accountability Act 

is one mechanism that could be used to target corruption in Iran. That legislation authorizes 

sanctions not only against human rights violators but also against government officials and their 

associates responsible for or complicit in significant corruption.
200

  

 

12. Require reporting on U.S. citizens and other dual-nationals held hostage in Iran.  

 

Even as Iran released in January Jason Rezaian, Saeed Abedini, Amir Hekmati, and Nosratollah 

Khosravi – four American citizens the regime was unjustly holding hostage – the Islamic 

Republic continued to arrest, imprison, and harass American citizens in Iran. Today, Iran is 

holding hostage U.S., Canadian, and British dual nationals Bagher and Siamak Namazi, Homa 

Hoodfar, and Nazanin Ratcliffe, as well as Nizar Zakka, a Lebanese citizen and U.S. permanent 

resident as well as many other individuals. The regime also refuses to give information on 

missing American citizen Robert Levinson, who vanished after traveling to Iran more eight years 

ago. 

 

This is unacceptable and inexcusable. Congress should require the administration to report to 

Congress on U.S. citizens and other dual-nationals detained in Iran or harassed by agents of the 
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regime. The release of these innocent individuals must be a priority for the United States, and 

Iran should receive no additional sanctions relief until all who are unjustly held are released. 

 

13. Require reporting on and expand sanctions against Iran’s support for the Assad 

regime and IRGC activities in Syria. 

 

Congress should require regular reporting from the administration on Iran‘s activities in Syria. 

This report should detail which IRGC units are actively participating in the Syrian war and what 

assistance they provide to the Assad regime. It should also explain what types of support 

(provision of arms, financial support, intelligence sharing, and military strategy) Iran provides, 

including support that comes in the form of energy supplies, loans, lines of credit, and cash.
201

 

 

Congress can also authorize sanctions against entities that are aiding the IRGC‘s efforts in Syria. 

Congress should expand sanctions against Iranian airlines and front companies that carry 

weapons, equipment, and personnel to aid Iran‘s efforts in Syria. These include front companies 

for Iran Air, Mahan, Meraj, Caspian Airlines, and Pouya aka Yas Air (the last four remain under 

U.S. sanctions and none of the five have been similarly sanctioned by Europe). Administration 

officials have testified before Congress that the United States is ―actively engaged to try to 

prevent Mahan Air from being able to fly.‖
202

 The U.S. should further consider sanctions against 

any foreign company providing replacement parts or dual-use items to these airlines. In addition 

to authorizing secondary sanctions against companies that provide services (financial services 

and ground services including fueling) to Mahan Air and the other sanctioned airlines, Congress 

can require the administration to report on who provides financial services when its aircraft land 

at international destinations. Moreover, airlines pay for ground services locally, usually 

transacting through a local bank. Congress could require other airlines to receive certification 

from their own banks that they do not also provide financial services to sanctioned airlines.  

 

14. Require presidential certification that commercial planes are only being used for 

civil aviation end-use. 

 

Iran must be prevented from misusing U.S.-made aircraft and those containing American parts 

given Iran‘s history of sanctions evasion, support for terrorism, and aid to the Assad regime in 

Syria. Sales of new aircraft to Iran by Boeing, Airbus, or other companies should only move 

forward once Iran has demonstrated that it will no longer use civilian aircraft for malign 

purposes and that none of the aircraft will end up in the hands of sanctioned entities. Before any 

sales are licensed, Congress should require the president to certify that none of Iran‘s 

commercial planes are being used for purposes other than exclusively civil aviation end-use. The 

certification should then include at least a five-year waiting period after which new planes should 

be sold only on a trial basis, with only a small number of planes delivered per year with full 

payment made by Iran in cash at the time of delivery. This is perfectly consistent with the 

                                                 
201

 Max Peck, ―Doubling Down on Damascus: Iran‘s Military Surge to Save the Assad Regime,‖ Foundation for 

Defense of Democracies, January 2016. 

(http://www.defenddemocracy.org/content/uploads/documents/Doubling_Down_on_Damascus.pdf)  
202

 Julian Pecquet, ―US seeks to block sanctioned Iranian airline‘s flights into Europe,‖ Al Monitor, February 11, 

2016. (http://www.al-monitor.com/pulse/originals/2016/02/us-treasury-block-iran-airline-mahan-sanctions.html#)  

http://www.defenddemocracy.org/content/uploads/documents/Doubling_Down_on_Damascus.pdf
http://www.al-monitor.com/pulse/originals/2016/02/us-treasury-block-iran-airline-mahan-sanctions.html


Mark Dubowitz  July 14, 2016 

Foundation for Defense of Democracies  www.defenddemocracy.org 

42 

provisions of the JCPOA requiring the U.S. government to set up a licensing regime to permit 

these sales.
203

 

 

If any evidence surfaces that Iran Air has resold, leased, or transferred these planes to designated 

entities or that any Iranian airline is using commercial planes to support the war in Syria or for 

any other malign purposes, all licenses should be revoked and all deals automatically cancelled. 

In the interim, Turkish and Gulf airlines have significantly increased their domestic and 

international routes for Iranian citizens.
204

 European airlines are also re-opening routes between 

Europe and Tehran.
205

 All of these carriers remain better alternatives than Iranian airlines that are 

plagued with corruption and implicated in a range of malign activities – as long as the 

presidential certification cannot be made. 

 

15. Prohibit any U.S. financial institution, including the Export-Import Bank, from 

financing any trade with Tehran while Iran remains a state sponsor of terrorism.  

 

Iran remains the leading state sponsor of terrorism, according to the State Department‘s annual 

report, released last month.
206

 Iran‘s terrorism financing poses a threat to the integrity of the U.S. 

and global financial system. Therefore, in addition to the certifications that Iran is not misusing 

its commercial aircraft, Congress should prohibit Treasury from licensing U.S. or foreign 

financial institutions to facilitate any trade (including the Boeing deal) with Iran while it remains 

a state sponsor of terrorism. No banks should be permitted to finance the Boeing or Airbus deals, 

amongst others, given the risks discussed above that any financing arrangement exposes Western 

companies and banks to billions of dollars of unpaid contracts and makes them accomplices in a 

lobbying effort against snapback sanctions.  

 

Additionally, the Export-Import bank should not provide any financing for trade with Iran while 

the country remains a state sponsor of terrorism. The U.S. government should not be using U.S. 

taxpayer funds to guarantee trade with the leading state sponsor of terrorism. Congress should 

emphasize that it is prohibited for Ex-Im to provide any guarantees or credit for any trade with 

the government of Iran or any Iranian entity. The Foreign Assistance Act of 1961 prohibits Ex-

Im bank from providing such financing, but the legislation contains a national security interest 

waiver.
207

 Congress should limit the president‘s ability to use this waiver.  
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16. Require reporting on the use of foreign airports and seaports by sanctioned Iranian 

entities.  

 

Treasury officials have publicly stated that they are working with their partners to ―prevent 

Mahan Air from acquiring aircraft and aircraft parts and software, preventing the opening of new 

routes and working to get existing routes canceled.‖
208

 And yet, despite U.S. sanctions, the 

airline continues to fly to major European and Asian destinations. At these locations, the airline 

receives services from local companies including baggage handling, ticketing, and a variety of 

other ground services.
209

 Moreover, Mahan pays for these ground services locally, and likely 

uses local banks to conduct the transactions.  

 

The Iran Freedom and Counter-Proliferation Act of 2012 (which is part of the National Defense 

Authorization Act for Fiscal Year 2013) requires the administration to report on foreign vessels 

calling at ports that are controlled by the IRGC-owned company Tidewater.
210

 The bill also 

requires the administration to report to Congress on all airports at which sanctioned Iranian 

airlines have landed. This report is crucial for Congress to understand how Mahan Air and other 

designated Iranian airlines are evading U.S. sanctions. This report must be unclassified but may 

contain a classified annex. Congress should use this report to pressure U.S. allies to cease 

allowing Mahan Air and other sanctioned airlines to land at their airports.  

 

This provision, however, is set to expire at the end of the year. Tidewater, Mahan Air, and other 

IRGC-linked entities remain sanctioned because of their ongoing illicit activities. The reporting 

requirement should therefore be extended.  

 

Conclusion 

 

In March, Secretary Lew gave a speech in which he warned, ―Since the goal of sanctions is to 

pressure bad actors to change their policy, we must be prepared to provide relief from sanctions 

when we succeed. If we fail to follow through, we undermine our own credibility and damage 

our ability to use sanctions to drive policy change.‖
211

  

 

This is an important principle; but while Iran has agreed to a nuclear deal, it has not addressed 

the full range of illicit activities that prompted U.S. and international sanctions. The United 

States has spent the last decade building a powerful sanctions architecture to address not only 
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Iran‘s nuclear program, but also its ballistic missile development, vast support for terrorist 

groups, backing of other rogue states like Bashar al-Assad‘s Syria, human rights abuses, and the 

financial crimes that sustain these illicit activities. More broadly, a primary goal of the sanctions 

on Iran, as explained by senior Treasury Department officials over the past decade, was to 

―protect the integrity of the U.S. and international financial systems‖ from Iranian illicit financial 

activities.
212

 As FATF‘s June 2016 statement makes clear, Iran‘s illicit finance continues; 

therefore efforts to isolate this activity from the international financial system must also 

continue.  

 

De-coupling the lifting of sanctions from a change in the behavior that prompted sanctions in the 

first place risks undermining the very arguments that make sanctions an effective tool of national 

security policy. Sanctions work not when the U.S. merely imposes them on Iranian companies, 

but when foreign businesses stop doing business with these Iranian entities because they believe 

that Treasury is using objective measures to determine which entities pose illicit finance risks. If 

companies see Treasury‘s actions as political rather than merit-based maneuvers, then sanctions 

as a credible instrument of coercive statecraft will be damaged beyond repair. 

 

Instead of bending to Iranian demands, Washington and its partners should be pushing Tehran to 

end its many illicit activities. The world needs to hold Iran accountable. Legitimacy cannot be 

granted without a dramatic change in the Islamic Republic‘s respect for international norms, 

financial transparency, and the freedoms and human rights of its people. Congress can lead the 

charge, as it has done in the past, by increasing pressure on the regime to change its behavior.  

 

Policymakers have to deal with one of the fatal flaws of the agreement: The JCPOA‘s nuclear 

―sunset provisions,‖ begin to expire in eight years and mostly disappear over a period of ten to 

fifteen years. This will leave Iran as a major nuclear power with expanded and multiple pathways 

to a nuclear weapon, an ICBM program, regional power, and possible economic immunity to 

future sanctions. Even as Iran has temporarily scaled back some of its nuclear activities, the 

regime‘s illicit effort to obtain proliferation-related technology continues – and its other non-

nuclear malign activities are expanding. 

 

To confront this reality, the United States needs a comprehensive strategy to sharpen its tools of 

coercion. It is my hope that these recommendations will assist Congress in that endeavor.  

 

Thank you for the opportunity to testify today. I look forward to your questions.  
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